OAuth 2 Simplified
Facebook, Github, Google 1t Z0| Bf2 AH|ASO0| 0|0] OAuth 2 MH|AE HYX|, & F0| ULt
RFC 5849(July31, 2012) & OAuth 2.0 0f Spec O|H, & %Al ™2 RFC 6749 O|LCt.

<Resource>

i) The Third-Party Application: "Client"

Client= Usero| AH0| B Z2E A|EZ3t= Application O|Ct.

OlAE2 S EEH Permissiong Y0{0F 7}t LO|LC}

ii) The API: "Resource Server"

Resource Server= UserQ| HEO0| H2SI=0 AFE &|= API ServerO|LC}.
iii) The User: "Resource Owner"

Resource Owner= User?| Aol 2E7|50| MZSLXtst= 0O|=0|Ct

<Creating an App>

OAuth ZZNAE A|ZHS}7|
0|8, #AOIE, 21 & 7|=
0 AFRE|= Redirect URIE SZ23[0F L}
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i) Redirect URIs

MH|AE O3] 3Z4ES oestnx QX SEE URIZE AFRXIE 2|C|2HM siZECE ZE HTTP 2|C|2M URIER
TLS = QHHS{of 5tn, defM MH|AE= X “https"= A[XSt= URIZTE 2|C|2M sHOF otCh 0|42 RThRo
(authorization) ZZAM|A & EZ0| 7F2835| =(intercepted) S YHX|BICE

ii) Client ID and Secret

HE SE23H 0|F, Client IDR} Client Secretg 2+0tof stCt Client IDE 370 MEO|O login URLE F=8}7L}
Javascript 2AAE 50| ESH=IC) Client Secret2 H|22|0f| SX|E|0{OF StCt. AtHIAIFZEL} native HZHO| HYX|
& ¥O| Client Secretg H|ZZ|0f FA[E = QCHH ABEX| =L

<Authorization>
OAuth 2092 X ClAl= User2 EE SIS A= ZHo|C} EFX 7|H =
UserOf| Al MH|AZF X S35H= QIEEHO|AE BOZEN =Y EICH
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OAuth 2.02 Ofg{7{2| C+2 MZHAl(grant type)S H B3t
- Authorization Code : web server 49| 15 L= o

- Implicit : H2}2X H0|A =22 DHY A

- Password : Username(O}O|C|)2} Password(H|2HS)Z Z 19l
- Client credentials : @ & Z(application access)

RS LB ofzE ol

<Web Server Apps>
Web server= OAuth serverE CtE [ 7t% =3t EfQO|CH WS MHAOIE O ZE ZMEH O AARCETE &
™oz O|2E % g§l=(is not available ot the public) server 20| A ZtZSHCL.

i) Authorization

@ MM B Log in Y32 BHECL

https://oauth2server.com/auth?response_type=code&client_id=CLIENT ID&redirect uri=REDIRECT URI&scope=phtos
@ {§X &= authorization TETEE HH EICL




S X7 "Allow" F=2CIH, MH|A= auth code 7} Q= AIO|EZ userZE redirect SHLC}.
https://oauth2client.com/cb?code=AUTH _CODE_HERE

® MH £ Auth codeE Access EE0 2 HZASICT

POST https://api.oauth2server.com/token

grant_type=authorization_code&
code=AUTH_CODE_HERE&
redirect_uri=REDIRECT_URI&
client_id=CLIENT_ID&
client_secret=CLIENT_SECRET

@ MH £ access EE2 Hietotrt

{

"access_token" : "RsT50jbzRn430zgMLgV3la"

—

g2 oj2i7h W

—_

"error":"invalid_request"

}
Security: AlH{& O|2| & &l redirect URIZEt =&3|Of SIC}.

<Browser-Based Apps>

EEtRAHojA H2 YHO|Xe 2 2AFAEJ 2EHE 0|20 E2tA WM ASEL 25 2A2FEE Het
LKLY Ar7ts5l7]|(available) {20, Client Secret2 H|ZUZ|0| SX|& &= QICh atA Client SecertO| AFEEL|X|
=Ct

i) Authorization

@ 7M0A 2 Log in FAE BH=Ct

https://oauth2server.com/auth?response type=code&client id=CLIENT ID&redirect uri=REDIRECT URI&scope=phtos
@ 8 X & authorization ZTEZEE HA E=ICH

SX 7t "Allow" F=ECtH, MH|A = auth code 7 Q= AIO|EZR userE redirect SHC}
https://oauth2client.com/cb#token=ACCESS TOKEN

0| CtAZ HEHE 7T AZEICt Access EE9| mHOZEE JavascriptZ?t L2 &= U 10| API requestE BHE
7| AlEE 4 Utk

ofl2{7t erashCtol

https://oauth2client.com/cb#error=access_denied

<Mobile Apps>
He XM O]A ¥t 20| ZHY M2 Client Secret S HR2|0f |RAE + QI O] WE0 ZHY H¥2 Client
SecretE £=8%}X| Y= Oatuh SEZ AFE9|OF S}

i) Authorization

log in H{EE BHEE|, native app AOAC] MH|A Z2 UHO|X|E E& AHAZ User oA X2} iPhone Of
ME custom URI Z2EZZ S5 =+ QULCh "facebook//" o Z#2 ZZEZZ &l native Facebook WS MEMA|
Zl 4= QICt Android OA{= native appS AHA|Z £ U= URLE SET £ UCH

@ iPhone
native Facebook & AMX|ZHCIH URLES Sdff M=t
fbauth2://authorize?response_type=token&client_id=CLIENT_ID&redirect_uri=REDIRECT_URI&scope=email

0| 420 redirect URL= "fo00000000://authorize"Zt0| MZiOl fbH O 2= Z2ZEZ2 WO| Client IDE 2L}
O] A2 0| did Z2EZ0| SEE[0{0f otit= AS 2|0|Ttr}.



@ Android or Others

iPhone O| OfL|AHL}, facebook appO| AX|Z|X| @2 iPhonel| ZR0|= 2HY EHEtR2XE Edj| authorizationO| %l
et

https://facebook.com/dialog/oauth?response type=token&client id=CLIENT ID&redirect_uri=REDIRECT URI&scope=e
mail

QX facebook® ZEZE 3HZ HA &, "Okay"E FE2A &|H Yo =Z URLO| redirect =L}

S URLOJAl Access EEE parse & = ULt

fb00000000://authorize#token=ACCESS_TOKEN

<Others>
@ Password
OAuth 2.0 username(O}O|C|)Q} password(H| 2 H )9} Access EE2E wats £= Q&= 'password’ MZAEIRIS X33t
Ch. O| A2 HHS| Usere| passwordE 2517 MzZ0 & MH|A XHE Th= ¥OIM ALE = OE S0,
native Twitter 42 password MZEtQUS ZHLD OATE WM ArEZ 5= QULCL
'‘password’ MZEIRAS AFESH7| fIiA Chaat 22 POST requestE PHSO0{0F BHC
POST https://api.oauth2server.com/token
grant_type=password&
username=USERNAME&
password=PASSWORD&
client_id=CLIENT_ID
M= CHE dZ2EN 2R EH Z2HA 9] Access EZS BFetotC}

@ Application access

rtot
)
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S 1 0 FAOIE URL 2 ¢ 0f0|2 50| HEE BMUSALL HO| usero| CHEt statistics 7|2 YT
st E™SE G E HOLE Access EES HZEE Eoff €2 HHO0| 2RI OAuthe 'client_credentials' MZEFY
2 NBLoZM O $HICH

‘client_credential' M ZEtYU S AtESH7| QoM = CH20t 22 POST requestE TS 0{0F $HC}
POST https://api.oauth2server.com/token

grant_type=client_credentials&

client_id=CLIENT_ID&

client_secret=CLIENT_SECRET

MZAEYDt 20| 22 HAO Access EE2 22 = UL
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<Making Authenticated Requests>

Access EZ20| QICtH, APIE &St requestE BtE = QUCH
curl -H "Authorization: Bearer RsT50jbzRn430zqMLgV3Ia"#
https://api.oauth2server.com/1/me

HTTPS © 2 ELj= Z0]| intercept?t modifyE EZ g 4= ULt

<Differneces from OAuth 1.0>

OAuth 1.02 Flickr's "FlickrAuth" 12|21 Google's "AuthSub" @ Z2 ZX|st1U= A8 A0 Yes TZEEQ B2
718t FACt O dis A 7o dHo| 7|gtet xHol nfetES LtErHC 2Ly, diEY Z2EES Sof HE0|
Xt %, OAuth 1.00| XMotz|AHL} Z2t0| El&= M7HX| 58 FYo Z2EZSS TFMAZ|D g ZedE =IA

£ AL}

i) Authentication and Signatures

OAuth 1.00|A 74Xt =2tat EXAH2|¥E 742 Client IDQ} Client Secre M QHO| ASFIE QFSH= ZO|
ACh CURLS £ =Ab 20197|% £ Y= 532 Ye GHSS O AR 011171| BHS ULt OAuth 2.02
O|2st Oj2{22 QlAlstD EEIR X2t Client 12|10 APIAO|S] RE EAE HTTPS € @7l MESZE WSS



ct.

ii) User Experience and Alternative Authorization Flows

OAuth= Access EE2 9:*',: 7-|I_'f Access EEE AE8lY requestE = FIMX| EE S EEstd QUCH OAuth
Me

H&st=0H AoistSCt OAuth 2.00|A= O|2je| 7|7|E29 QTFAE

Aol chet o L2 AMBXIE™HE X[ Jetrt

iii) Performance at Scale

8 ZZH}0|H7} OAuth 1.02 AE3d}H”
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OAuth 1.02 EESH API AMH{7} 9]
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IDQ} SecretO| B 25712 7MLl O|ZHE authorization A{H 2} API AHE
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