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4588 T T T T T T T T
"w-l18-days-minus. hist"
4pE8 | & —
%
3508 4 % 4
‘9
L3
T ze@ee - * —
: k1
W zsep S
3 ol
&
" %
RCLLE 3 4
< * %
2 1see ® h .
=) F %
*
. &
L E
Fo
sag [ B
§§h~!rMh B
] L L i

zae 258
# of pages

fedal) 354 488 458

= W22 Ho]X| siAl SA

= 2,350/256,000 H{|O|X| X

MaJ3stY

Claog 183

# of pages

laaaag

18888

18@a

T T T T T
"solaris-long-term. txt"

=) 1@ 135 z2a 25 2@ 25 48 45
Changes obhserwved
4129 S0t BE AL
°f 86% | O|X| & X|

Oie Eat 0.4%

SR

Forensic Specialist

(LTI T ITTTTTTITTTTT] attes
(CITTTTTTTTTTITTTTTTTTTTTT] fish-auditps
(CITTITTT T ITTTTTTTITTTT] fishes
CCITTITTT T ITTTTTTTITTTT] fw-audit.ps
([T MR T T EEEI [] handouts himi
CCITTITTTTITTTTT ITITTTITTTITT] howz.ps
(LTI TTTITTT [TTTTTTT T index.htmi
(T ITITATTTTTITTTTTTITITTTT] intro.ps
(LTI T T TTTTT [ITTTITTTTTTT nancy-cook.ps
(LTI T T TITTTTITTTTTT] network-examples.ps
(LTI TTTTTT I ITITTITITITT] networks.ps
5 10 15 20 0 5

time of day (hours) [Jabsent Mhit [ buffered

= IO E oEe| THo AlZE=E




‘ Memory? ] — W g E/_O/ 0/ b"/y Forensic Specialist

+ =o|H 2]

v 28 StEH| 0| HEje| M Ze]

BN C¥Windows#systern32%cmd.exe

! findstr "0 22"
2. @48MB
2|: 1.@834MB

4.8%5MB
2.738MB
1.365MB

F(Physical Address Extension, PAE)
M2 7lsst SE|FLA9| bitE S71A|7|= 7|=(32bit -> 36bit)
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« FA AEAY =tx(Address Windowing Extensions,
AEW)

v AM2X} 99l 2GB -> 3GB

v" Lock Pages in Memory(winbase.h)

AWE AP

VirtualAlloc() Reserves a region in the linear address space of the calling process
VirtualAllocEx() Reserves a region in the linear address space of the calling process
AllocateUserPhysicalPages() Allocate pages of physical memory to be mapped to linear memory
MapUserPhysicalPages() Map allocated pages of physical memory to linear memory
MapUserPhysicalPagesScatter() Map allocated pages of physical memory to linear memory
FreeUserPhysicalPages() Release physical memory allocated for use by AWE
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- [|O|E| 4lcH HFX|(DEP, Data Execution Prevention)
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« FA Z7F s Hi X](Address Space Layout
Randomization, ASLR)
v HdE|= QEMESO| X & HEH2}

First Start Second Start Third Start

User32

ADVAP123

GDI32

User32

ADVAP123

ADVAP123

User32

=X : http://technet.microsoft.com/en-us/library/dn283963.aspx
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+ 7Hd HR2| F24(x86)
v" User Area(0x00000000 ~ Ox7FFFFFFF)
v" Kernel Area(0x80000000 ~ OxFFFFFFFF)

0x00000000,—
X (" 6akB 2t )

ZEMNA §H

AHE A

User Area —=< PE Image

PEB

TEB

64KB EsFAH

Kernel,
HAL Excutive

Kernel Area —= Process
Page Table

Hyper Space

OxFFFFFFFF \k o qlg't%lg')
VM Structure
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PDE : Page Directory Entry

¢ 7I-¢DI- _JIC__+_ -> % E‘I 2|S—+— ﬁ % PTE : Page Table Entry
PFS : Page Frame Start

CR3 KPROCESS PFE : Page Frame End

IR \ 4 \ - \

- J \_ J - J

5 o|x| Ho|S =] M2

o o] x| C|ME2|

ol A (10bit)| HfO|E @ I AI(12bit) q 32bit FFAFEA

Ho[x] C|E{2| Q1= A (10bit)| | 0| x| Ef|O]

O
MaJ3stY -13 -



Forensic Specialist

MaJ3stY



Memory Forensics?! - F2E

- = IEEl—!
Elo] H22|0M HE EE SHEN 74x7}

-
°

o] 1
T

Forensic Specialist

HlO|E{ S &7|

- 15 -

MaJ3stY



‘Memory Forensics?! - T2 &

- HZE|ofjA = = A=A
Z2AA A o]0|x|

HEHI HZ HH

D N N N N NN

Forensic Specialist

MaJ3stY

- 16 -



Forensic Specialist

1. StESOS o|8¢t HE
2. 2ZEY 0 0|8% HZ
3. AdA| HZ

4. EERE Gz

5. JhANSH A|AH H=

6. RMEC Ho

7. R Y= A

MaJ3stY



‘Memory acquisition?! — 5f £ 7}/ Of . Forensic Specialist

 Tribble - PCI ZX|E 0|23t BH=
v FIIHEQI SIEQ0j/ATZEQ|0 MX| o] H=

v RANE A B

v oOj2| @x|x|o] lo{of strt= THHO| E XY

&0 : A Hardware-Based Memory Acquisition Procedure for Digital Investigations
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» FireWire Attack — FireWire(IEEE 1394)E O]

v" FireWire Interface&

8¢ B
= 0|85} DMAO] FT off oj=E2| B=

v Windows, Linux, Mac OS X 7}
v xorxﬂ-l b y : & BB Memory '
SController —[JREEEE: Controller =
- oty mEIYo| Y X
= WE SEo HEe =
= Ooje Z&d ?l8t 223}
.-
LN
- H2E & Y Fa A
&1 : A Hardware-Based Memory Acquisition Procedure for Digital Investigations: A Forensic Approach
MaJ3stY

- 19 -



‘Memory acquisition?! — 4+ 2 E g g;’ Forensic Specialist

« Win32/64dd

v' Matthiew SuicheZ} 7}, 91X = MoonSols window Memory Toolkit0] *Egt

Q/R= HHOR Lt

B8 2R CHWindowsisystem32¥cmd.exe - win32dd exe /r /f mem.dump C=rom e
v 774 oF (n] X=1 0.§. Uersion: Microsoft Windows 7 Enterprise, 32-hit Service P
— -T= . £ s s Prise . 1 ervice
I- 1= 75 - = 1 Chuild 7681)
Computer name: MSDN-SPECIAL
/ -?I;IE_?_ XP ~ 777rx| xl _?_I__I Physical memory in use: 45

Physical memory size: 1848856 Kh
Physical memory available: L72788 Kb

Paging file size: 2896632 Kh
Paging file availahle: 1488196 Kh

Uirtual memory size: 28997824 Kh
Uirtual memory available: 2064324 Kb

Extented memory availahle: A Kh

Physical page size: 4096 hytes
Minimum physical addre BxABABAREARRRA1 BRE
Maximum physical addre BxB0868000083FFFFBEE

Address space size: 1873741824 hytes (1848576 Kh>

—>» Are you sure you want to continue? [ysnl y

Acgquisition started at: [14-4-2814 (DD-MM-YY¥Y¥> 3:16:15 <UTCH]
Processing....Done.

Acquisition finished at: [2014-@4-14 (YYYY-MM-DD> 3:16:19 {UTC>]
Time elapsed: B:83 minutes:szeconds (3 secs)

Win32dd.exe /r /f <filename>
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Memorize
v' Mandiant $|A}OJ|A{ 7j &t

O

L 22 022 ooy £

.

v" Windows 2000 SP4 ~ 8, 32/64bit 2 5 X|&

BN ZHE|RE CwWWindowsWsystem32Womd.exe |ﬂ|ﬂ_hj

The uninstall has completed.-

Installing and starting MIR Agent driver.

Adding service Mandiant_Tools.

Creating service: Mandiant_Tools, Mandiant_Tools, Mandiant_Tools, C:-WProgramData
HMANDIANT M Memoryzetimktools .sys

The install has completed.

Starting service succeeded.

Seruvice start has completed.

Loading the script from ' _Aout. txt’.

Beginning local andit.

Audit started B4-14-2814 12:25:14

Checking if '’ . WAuditsWMSDN-SPECIALW201404140325%14° exists...

Saving bhatch result to ' AHHuditsWMSDN-SPECIALW20140414803251 4% |

Batch results written to * . /WAuditsWHSDN-SPECIALWZA14041483251 4% .

Auditing (w3Zmemory—acquisition? started B4-14-2014 12:25:14

Executing command for internal module wiZmemory—acquisition. 1.3.22.2

Iszue number="0" level="Info" summary=""Sysztem range BxB0000HAEAEAUNDOAA - UxO008
BAABERA?f BAA"" context="EnumerateDevices" >

{Issue number="8" level="Info" summary=""System range OxPOBOOBOD3TfABOEE - OxBODA
BHAR4AEHAAA"" context ="EnumerateDevices" >

KIszue number="A" level="Info" summary="System range AxAABEAAAAAA1AAAAR — AxAA08
BABA3f eeBABA" context="EnumerateDevices" >

Forensic Specialist

Memorize.exe —o <output path> -script <xml path> -encoding none -allowmultiple

MemoryDD.bat —output <output path>

O
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* FastDump Pro
v' HBGaryO|A| 7}est &8 oj=e| P= =4
v B3 HHO0| EX|5HX| Tt 64bitet UK SAMH XY X

v o|0)E £=7t 0f % w20 8 W 22| o0 = X|&

§ ZHE|EE Cowindows#system32%emd.exe

HlzersidninistratoriDesktop>FDPro . exe
FDPro vl.5.@8.8146 (cO>HBGary, Inc 20088 - 2089

xmmd Usage Help swesses

General Usage: FDPro.exe output_dumpfile_path [options] [modifiers]

FDPro supports dumping .-hin and _hpak format files

To dump physical memory only to literal _bin format:

I FDPro.exe mymemdump.bin [options] [modifiers]

To dump physical memory to an .hpak formatted file:
FDPro.exe mysysdump.hpak [options] I[modifiers]

fl>xx Ualid .bhin [options] Are: e
—probe [allismartipidihelp]l Pre—-Dump Memory Probing

2% Ualid .bin [modifiers] Are: =xex

—nodriver Use old-style memory acquisition (HP-2k only)>
—driver Force driver based memory acguisition

—strict Uze Strict I0: Utilizes 4k reads and writes

=xx UJalid .hpak [optionzs] Are: e
Bl-probe [allismartipidihelpl Pre-Dump Memory Probing
Pl-hpak [listlextract] HPAK archive management

FDPro.exe <dump file path> -probe all

O
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« Al EH=
v Windows 2FH[H0|M Z2MATL 2 7L 02| Yo mff MHE|E= of2{siZ
Hzez| "=

2| SAQ HSHCHH Core Dump

A2 Mz = AHE fEe 3=, 1N Hze] 8=

BSOD(Blue Screen Of Death) &M A| X} 5O 2 AMA

Windbg, Kernel Memory Space Analyzer S E4j| C|HZ

=o|H22[o IS x23}
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S E I I=F-TP
v ”[AlﬁEé“ -> [__ILE'] -> [AIZ!‘ Eltl E?-] -> [ 'lg] 0."*.' *"I‘I
v Windows 70|A= N 22| S =7} Al2E
v" Windows 80|A= X} M2 H= SH=S0| M

v AE FFAIS SMATIEH AAY R e

BSOD

ReBoot :
PageFile.sys A E=
| i 4=

J

SystemRootdf| EX 5= PageFile.svs 0|25
PageFile.systf H 22| & 7| & = J ElEHfi ;IJ_I:HJ,”.GI JJ! o

U

O
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O

- oA B= 28
v HKLMWSYSTEMWCurrentControlSetWControMCrashControWCrashDumpEna

bled
= 0:None
= 1:Complete memory dump
= 2 :Kernel memory dump
= 3 :Small memory dump
v £E Al

» PS/2 Keyboard : HKLMWSystemWCurrentControlSetWServices#i8042prti#tParameter
= USB Keyboard : HKLM¥#System¥#CurrentControlSet¥#ServicesWkbdhid#Parameter

=  CrashOnCtrIScroll& A2 2= DWORD £/& Ox012 AH™

= CTRL(QEZ) + SCROLL + SCROLL 7| =stoz ZtH| AjA| EH=
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=X : Lest We Remember: Cold Boot Attacks on Encryption Keys
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ol E —
o A} A|AHI EI T
v 7IAIS}H A AEIS A|Z}, UAA| "HX|, SX|7} 7Hs
v 7HASH A AR AA| "HX| A SX| MEfo| M2 2|7}t o|0|X| DU = AN

v Hyper Visor, Cloud System, Vmware, VirtualBox, ...
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. ®¥ Em
v MM nEZ T2 Al C:Whiberfil.sys ItU 2 M| B 2| AE|7} X Z
v NTLDRO] 2Joff £ & up’dof|M H=2|2 2E E|H 0| HEfE =&
v TEFN Z2 BF2 7|2 &89
vV EAA ZHE ZBHREE AW 5to] 22| o|OjX] &=
v FIMHQl StEfo/AZES O EER
v Eh N H=22| 7t of SX| AL FQ YT MF
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« B2 H=E FA|
v OFNITIX| SHEYO] W= T AI0| Mo A Mo R Y| U
v ATE 7} CHA|

v AA HZ, BH 2E HEs HE E

- M22 H= n2{/FoAte
72N HE2 Y= o|n|x|E AFH) MY

v QIEMERK| QE{HO|A0| SE Xto| T}
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1. Hz22| 2A] 2t
2. Redline
3. Volatility
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=H A{ HFEH
- HEZ] E4 YUY
v =g Mz L{F2| REHE Z= Y
=  Z|AE Z(List Walking)
= I{ & Of & (Pattern Matching)
» PspCidTable Walking

=  Process Handle Table Link

» ETHREAD:ThreadsProcess Pointing

v AP HRE 24
=  VMI(Virtual Machine Introspection)

Forensic Specialist
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A1 HFEH
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(=l — |

- 2|AE 2{Z(List Walking)

v" EPROCESS 1= H|E 0| 8¢ gty
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EPORCESS = X| LHE Q| ActiveProcessLinks HHO| 7S 0| 2%10] =2 M A FXE nfel

O

) ) )
Forward Forward Forward
Link — Link Link
Backward , Backward , Backward
Link Link Link
— — —

v" KPCR(Kernel Processor Control Region)S 0|2 ¢t it

v

#

=
T
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KPCRZ 2 XX HE 7t& O 2 2[0f| A2 ¥X|(XP, 2003-0xFFDFFO00, KPCRB-0xFFDFF120)7} 11

& A=

KPCRO{| .= ERPOCESSO| KTHREAD L& K|©]

<A
T —— HA

KTHREADZ 0|83|| EPROCESSO| Q|%| 20l 7ts
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o

tH 25 DKO
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 DKOM(Direct Kernel Object Manipulation)

v MH| Process 1 XROA Z2MHAC| QEHMEE XA HA7H =2 M A EHX]

7I £IX| 245 ol 24 7|8
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« &l O H (Pattern Matching)
v OB|AE YUY WAl BA(ZRMA 24 XS ) Fet7| Y3 w

v DRMA9 FEHE= 25 SUSICH= ofo|C o]

v EEMAo| RZHE H2E| MMM 2

v ZRNAS AZH XA

» IZNAQL AYHEE QEMERZ =X, RE QEHNE = OBJECT_HEADERE =3t

7

» TZNAQFAYEE S7|317F 2R, ot XN 2 DISPATCHER HEADERE E et
» TZMALL AYEE ZR QEHME, Page PoolO| Ot Non-Paged Pool0|2 2 POOL_HEADERE I

.

ot
=

210 : Searching for processes and threads in Microsoft Windows Memory dumps

O
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« VMI(Virtual Machine Introspection)

AN N N

AlA|ZIC 2 M2 e

=
XenlLibE Sl GuestOSe| |2 2|S HostOSE H7HFO
Cloud A|He| 22| == CfE K= M 7I5 7|l

7Hd Sy, 34 <

BLEYSIH ZM5t= 7%

CC
e
Mac

=M0M A F

Runtime Analysis Using

: Virtual Machine Introspection :
(" Other file- m‘g;ﬁg
based tools :
: FUSE : o :
H Interfa i :
Memoryze ertace Live Access Snapshot
N '
t r'd 4 :
XenAccess Physical " :
Intpeyri:)e -t Introspection Memory Lo Fgais?n
Library Dump
PyXa-‘Yolatility# pywthon volatility connections —x
Local Address Remote Address Pid ProcessAuditMemaory IriverAuditSign Driveral tModulelLi RootkitAudit 1
200 230 L0 L T AB66 Z2A8.73.218.121 :88 17438
Ecenr— o e
PyXa-Wolatility# pwthon volatility pslist —x 1 S =D TR P
MNome: Pid PFPid Thds Hrcds Time
System 4 a 40 238 THW Jan 01 80 :00:08 1978 HookedFunction HookedModule | HookingModule HookingAddress
SMSET .ExE 436 4 3 B1:26 zZaa9 NiCreateProcess ntoskrnl.exe VITVCAWINDOWS system3 2\ vistaj.sys 0xf799c4cBL
3‘::?: .ﬁeexe ;g; :gg ig PID for the malicious :i fg; ggg NiCreateProcessEx ntoskrnl.exe VI CAWINDOWS ' system32 \vistaj.sys Oxf79alcd 7L
ser\figes :exe 552 508 15 click fraud traffic 51 ;25 2009 NtOpenProcess ntoskrnl.exe VITVCAWINDOWS \ system3 2\ vistaj.sys Oxf799c33B8L
lsass . .exe E64 sa5 Za e i) Wed Apr 29 B1:28 ZBa9 MNiOpenThread ntoskrnl.exe VITVCOAWINDOWS system3.2 Y\ vistaj.sys 0xf799c23aL
:ﬁ:g::‘::: ;;g gg ig ;-2’; ::g :z: gg g:i fgg ggg NtQueryDirectoryFile ntoskrnl.exe  \77\C\WINDOWS\system32\vistaj.sys  Oxf799c3acL
svchost .exe a3z 552 &5 1342  Wed Apr 29 18:51:28 2089 NiQuerySysteminformation) ntoskrnl exe P?(C \WINDDWS\svstemlzwista;,sn,-sJ Oxf799¢200L
svchost .exe g 2 =] iri-1 Wed Apr 29 18:51:26 z889
swchost .exe ] 29 16:51:26 2089
spoo lsv . exe 1, Process information associated P9 16:51:29 20a9
alg.exe 1 with the PID found abowve L9 16:51:368 2889
explorer.exe 1 9 168:51:45 Z9aE9 Functions hooked by the i
ctfmon .exe zB24 1916 1 ) Wed Apr 29 16:51:45 2989 Haxdoor rootkit through the Kernel driver installed by
iexp lore.exe 724 1916 7 359 Wed Apr 29 15:01:28 2689 systemn call table the Haxdoor rootkit
5¥YS INFOE . mxe 14f6 1474 4 185 Med Apr 29 15 :AR:S
EYS_INF‘]B.B)CB 1746 AGoa 5 174 Wed Apr 29 15:11:41 2689)

MaJ3stY
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O
=
c =4
08 | oEmol | E3E | MIZA | Eo¥a
Redline GUI Windows Mandiant Freeware
Volatility CLI/GUI All Volatile Systems Opensource
Responder Pro GUI Windows HBGray Commercial
Second Lock® Linux Memory Analysis  CLI Linux Raytheon Pikewerks =~ Commercial
Volafox CLI Mac OS NOfate Opensource
Volafunx CLI FreeBSD NOfate Opensource
ReKall CLI All Google Opensource
O
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 Redline

Redline@

Redline’

Collect Data

Create a Standard Collector >
Create a Comprehensive Collector >

Create an IOC Search Collector >

Analyze Data

From a Collector >

From a Saved Memory File >

Open Previous Analysis >

MaJ3stY -39 -
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Redﬁne

CTT—

Location of Saved Memory Image: Open Containing Folder

Select the memory image
captured. Redline will
analyze this image to aid in
navigation and to assist in
the identification of
potential issues. Redline
can also search far
Indicators of Compromise
(described below) at this
time. If you wish to search
for Indicators of
Caompromise (J0OCs) at a
later time, this option can
be found under the I0C
reports tab.

Indicators of Compromise:
Indicators of Compromise

are forensic artifacts left
behind bv an intrusion. An

CWProgram FileswMANDIANTWMemoryzewAuditswMSI | Browse...

(" Indicators of Compromise Location: Open Folder

| Browse._

Cancel

Forensic Specialist
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Redline
3] \.FlmEnd Edit Your § - EEFT_W

Memory

[C] show Advanced Parameters

Process Listing

Handles
Sections
Imports
Exports
[#] MD5
[]5HAZ5E

Drivers Enumeration

Imports
Exports
[¥] mMD5

[ ] sHAZS6

Hook Detection

DT
SS0T Inline
[/] Verify Digital Signatures

Ports

[C] strings

[¥] Verify Digital Signatures
Detect Injected Sections
[]sHA1

[ MemD5

[¥] Verify Digital Signatures
[C] strings
[] sHAL

SSDT Index
Drrivers

Forensic Specialist
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° Redline

e 5 =
Ex
i Processes Review Processes by MRI | | AII Fields Y Pre ext
Hierarchical Processes Scores
* rl
S &) Process Name MRI Sco
Timeline MRI (Malware Risk Index) scoring e
Tags and Comments uses a variety of techniques to @ Memoryze exe 93
- : assess the risk that a process is .y g
Acquisition Histo % ; =
9 v malware. Processes with a high O @ win32ddexe 93
MRI Score (up to 100) are more Ty &) csrssexe 60
risky; those with a low score are —
less. Double click on a process ) =} vmtoolsd.exe 58
name to view an MRI report that T AN
describes the reasons for that E W CerEsexe 7
process's rating. MRI is intended ™ &) Explorer.EXE 57
as a guide for investigation; be > &
aware that it can generate false W) taskhostexe 36
positives and false negatives. F AN
These can be corrected in the Ll LM ETEEE 23
MRI repaort. ) &) lsassexe 55
" @ spoolsvexe 55
Ll © &) msiexecexe 55
Show all Processes. -
m D &) svchostexe 53
Redlined Processes ~ @) TrAutoConnectexe 52 -
Show only processes that have |||« Gy R
Host IOC Reports
Mot Collected Processes | Tags/Comments Hide Whitelisted Items =l 46 Ttems 43

O
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Memory Analysis?! — Volatility Forensic Specialist

O

« Volatility =H|Ajgt
v' Tool AX]
» https://github.com/volatilityfoundation/volatility
v" Volatility Plugin List n}2}

= https://qithub.com/volatilityfoundation/volatility/wiki

v" Memory Forensics Cheat Sheet Paper 11
= https://blogs.sans.org/computer-forensics/files/2012/04/Memory-Forensics-Cheat-Sheet-vl 2.pdf
v Python AX|
= https://www.python.org/download/releases/2.7.3
v" PyCrypto A X]
= http://www.voidspace.org.uk/python/modules.shtml#pycrypto
v pyPIL &£X%]|
» http://www.pythonware.com/products/pil/
v' Distorm3 A X]

= https://pypi.python.org/pypi/distorm3

O
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Memory Analysis?! — Volatility . Forensic Specialist

« Volatility A2t
v o|O|x| Z2EpY Bl
= $> volpy —f <image path> imageinfo
v B2{19 2E O
= $> volpy <--info|-h>
v B0l g4 ol
= $> vol.py <plugin name> --help
v 9|2 Za|19l 2E

= $> vol.py —plugins=<plugin path> <plugin name>
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Memory Analysis?! — Volatility Forensic Specialist

O

« Volatility A2t

v ZEMA S5 =
» $> vol.py —f <image path> --profile=<profile> pslist
» $> vol.py —f <image path> --profile=<profile> psscan
» $> vol.py —f <image path> --profile=<profile> pstree

= $> vol.py —f <image path> --profile=<profile> pxsview

» $> vol.py —f <image path> --profile=<profile> psdispscan

v ZRMA B PR =0l
= $> vol.py —f <image path> --profile=<profile> dlllist
= $> volpy -f <image path> --profile=<profile> vadinfo
= $> vol.py -f <image path> --profile=<profile> handles
= $> vol.py —f <image path> --profile=<profile> privs

= $> vol.py —f <image path> --profile=<profile> threads
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O

« Volatility A2t

v HEYA HE gl
» $> vol.py —f <image path> --profile=<XP|2003 profile> connections
= $> vol.py -f <image path> --profile=<XP|2003 profile> sockets
= $> volpy -f <image path> --profile=<XP|2003 profile> connscan

= $> vol.py -f <image path> --profile=<Vista|2008|7 profile> netscan

v PE U HYE FE
* $> vol.py —f <image path> --profile=<profile> -D [dir path] moddump
* $> vol.py —f <image path> --profile=<profile> -D [dir path] procexedump
* $> vol.py —f <image path> --profile=<profile> -D [dir path] procmemdump

= $> vol.py -f <image path> --profile=<profile> -D [dir path] dlldump
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Memory Analysis?! — Volatility Forensic Specialist

O

« Volatility A2t

v QIMM e x|
* $> vol.py —f <image path> --profile=<profile> -D [dir] malfind
= $> vol.py —f <image path> --profile=<profile> Idrmodules

= $> vol.py -f <image path> --profile=<profile> impscan

v 7Rt e X5
» $> vol.py —f <image path> --profile=<profile> cmdscan
= $> volpy -f <image path> --profile=<profile> consoles

= $> volpy —f <image path> --profile=<profile> svcscan

v SID 29l

= $> vol.py —f <image path> --profile=<profile> getsids

AN
o

ol

dHs 2ol

ok

= $> vol.py —f <image path> --profile=<profile> envars

O
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O

« Volatility A2t

v oHY B HE 20l

MaJ3stY

$> vol.py —f <image path> --profile=<profile> modules
$> vol.py —f <image path> --profile=<profile> modscan
$> vol.py —f <image path> --profile=<profile> timers
$> vol.py —f <image path> --profile=<profile> callbacks
$> vol.py —f <image path> --profile=<profile> ssdt

$> vol.py —f <image path> --profile=<profile> idt

$> vol.py —f <image path> --profile=<profile> gdt

$> vol.py —f <image path> --profile=<profile> devicetree

Forensic Specialist
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« Volatility A2t

v 73 QEHE 0l

MaJ3stY

$> vol.py —f <image path> --profile=<profile> driverscan
$> vol.py —f <image path> --profile=<profile> mutantscan
$> vol.py —f <image path> --profile=<profile> filescan

$> vol.py —f <image path> --profile=<profile> symlinkscan

Forensic Specialist
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MaJ3stY

O

Volatility Al-2tH

v YX|AEZ| ME ol

» $> vol.py —f <image path> --profile=<profile> hivelist

» $> vol.py —f <image path> --profile=<profile> printkey
= $> vol.py -f <image path> --profile=<profile> userassit
* $> vol.py —f <image path> --profile=<profile> shellbags

» $> vol.py —f <image path> --profile=<profile> shimcache

ol pa

2 HE 2ol
= $> vol.py -f <image path> --profile=<profile> Isadump
= $> volpy -f <image path> --profile=<profile> hashdump

= $> vol.py —f <image path> --profile=<profile> dumpcerts
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. Mg #
v AREXAE FE
=X g F=
Volatility Pluging 0|23}0] ==&
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- ME #2
v etdac dAmY
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1. Anti Memory Dumping
2. ADD(Attention Deficit Disorder)
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Anti Memory Forensics?! - Dumpo Forensic Specialist

« Anti Memory Dumping

v H2e| B =0 2¥S Yool M2 "HEJ X XotEF o}

rir
0%
rE

v otMIac nj7{, uiAl, HOolF T2 JAMO A 20| Al

s (<
v BR
Nanomites
Stolen Bytes(code Splicing)
Self-Unmapping
= 7J|E}.

v StESo H2E| HE S AL EE ZZ2MA FEG]
.|

v HE 2'EofAe] H=
» Belkasoft Live RAM Capturer
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Anti Memory Forensics?! - ADD

« ADD(Attention Deficit Disorder)
v Shmoocon 20140j|A{ &
o|¢| QLHME JLXHE oF

v
v IR T2 MA, Y ER3, oot 213
v

‘e Fl OHE| o= 2| A 7|

mjn
<2
=
Ho
u
=2
il
Io
Ot
rir
of
IE

EPROCES 7+ =H|, EXIE HM S22 Q| ZillA] | ot

ﬁ attention-deficit-disorder

Physical Memory Anti-Forensics Tool

=X : https://code.google.com/p/attention-deficit-disorder/

Forensic Specialist
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 Memory Clearing or Encryption
v MR22|o HO|EE BS6l= 2Xoz AT B J|&
v HR2Z|2] Co|EE BHHLE X|AHLt S22} o
v CHEXAQI o, TrueCrypt

v g23l= dxl A7t TYE| D oyt dNE HE H

Ht= BlS

Forensic Specialist
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O
. M #1
v ADD 7|8#0| Mg = m22| o|0|X| 2As}7|!
v El H|= : https://www.surveymonkey.com/s/Q2738W6

v Hint: 22X} HM
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Honeynet 2010 Forensic Challenge 5
SANS DFIR Challenge

Nuit du hack 2011 100
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Memory Forensics Challenge! Forensic Specialist

O

. XaIX| #1

=
v" Honeynet Forensic Challenge - Banking Troubles
v 2H 2%

= XAE AR S0 2 AL A S X2 A0 TSl 22|0Al 2|2 E StRILE O A2 2 AlZt
=]

Hu
A
o
|0
hu
4
m

o
U HUS SWSH F P2l N 5 o7} PDF U] HEE HYS 5
=]

= XA HERE HYO| ofdE= HEo HAaH HE2 O0jXE 24 o 2dE=

2t
O}
o
HT
k-
HZ

v El M= : https://www.surveymonkey.com/s/QQTMFLY

=X : https://www.honeynet.org/challenges/2010_3_banking_troubles
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. KHBIX| #2
v" SANS DFIR Challenge — APT Attack Analysis

v & H|E : https://www.surveymonkey.com/s/QX7ZK5D
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O

. XHBIX| #3

}

v" Nuit du hack 2011 100 - A|HH2 X £ =l O§|0|EHE &to}z}.
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o XMBIX| #4
v" DC3 Windows Memory Image Analysis.
= oAM= RS AREHE ZUHY T o Z A HFHOIM AY AXEA HAIX|TE A=)
M Ldsh=Z SHst AL
= SlAbE ARES DREUCR DUSIAL, HAE2 i A AREE Lot 24517 AR

v & H|E : https://www.surveymonkey.com/s/WWKN7JX
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