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•  DES	
  Review	
  
•  Improve	
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Triple	
  DES	
  
•  Triple	
  DES	
  or	
  3DES	
  with	
  three	
  keys	
  

–  	
  C = E(D(E(P,K1),K2),K3)
–  	
  P = D(E(D(C,K3),K2),K1)

•  Keying options
–  option 1: all different (strongest)
–  option 2: K1=K3  (most common)
–  option 3: K1=K2=K3 (=DES)
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Triple	
  DES	
  
•  Q1.	
  Why	
  not	
  double	
  DES	
  (2DES)?	
  

–  Meet	
  In	
  The	
  Middle	
  (MITM)	
  AOack	
  

–  takes	
  263	
  

•  Q2.	
  Why	
  not	
  EàEàE	
  instead	
  EàDàE?	
  
–  Backward	
  CompaRbility	
  (3DES	
  opRon	
  3	
  =	
  DES)	
  

•  Q3.	
  MITM	
  against	
  3DES?	
  
–  Possible,	
  but	
  takes	
  2118	
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  m)	
  =	
  	
  	
  E(k1	
  ,	
  E(k2	
  ,	
  m)	
  )	
  

	
  

AOack:	
  	
  	
  	
  M	
  =	
  (m1,…,	
  m10)	
  	
  ,	
  	
  	
  C	
  =	
  (c1,…,c10).	
  

•  step	
  1:	
  	
  	
  build	
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  on	
  2nd	
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  key-­‐len	
  =	
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