AES (Advanced Encryption
Standard)



The AES process

 1997: NIST publishes request for proposal

* 1998: 15 submissions.  Five claimed attacks.

* 1999: NIST chooses 5 finalists

 2000: NIST chooses Rijndael as AES  (designed in

Belgium)

Key sizes: 128, 192, 256 bits. Block size: 128
bits



AES Overview

e Substitution-Permutation Network (not
Feistel)

* Rounds
— 10 rounds for 128-bit keys
— 12 rounds for 192-bit keys

— 14 rounds for 256-bit keys

* operates on a 4x4 column-major order matrix
of bytes (state)



Substitution-Permutation Network
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AES-128

10 rounds
’ \
4
(1) SubBytes (1) SubBytes . (1) Su!oBytes
input (2) ShiftRows & (2) ShiftRows & (2) ShiftRows
(3) MixColumn (3) MixColumn

invertible
S
v
key expansion: output
16 bytes —176 bytes

16 bytes
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The round function

 ByteSub: a1 byte S-box. 256 byte table

(easily computable)
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AES SubBytes

a0,0 a0,1 a0,2 a0,3 [ ] b0,0 bO,l I:)0,2
SubBytes
al,O al,l a1,2 a1,3 bl,O bl,l |:)1,2
a2,0 a2,!| a2,2 2,3 I:.)2,0 b2,I| b2,2
a3,0 a3,1 a3,2 a3,3 I:)3,0 b 4 3,2
S

a Treat 128 bit block as 4x4 byte array
0 by = S-box( a; )
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AES ShiftRow

* Cyclic shift rows

No
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AES MixColumn

d Invertible, linear operation to each column

[MixCqumns]

>

* Implemented as a (big) lookup table



AES Security

* No known practical attacks that can read
correctly implemented AES encrypted data.

e Key-recovery attack (2011)
— for AES-128

* takes billions of years (21%6-1)

* needs 228 bits of data (38 trillion terabytes, more than all the
data stored on all the computers on the planet)

— 21837 for AES-192, 22°%4 for AES-256

* Key-distinguishing attack on 8-round AES=128
— takes 248 operations, 232 memory complexity



