Triple DES



More on DES

e DES Review

* Improve DES
— 2DES
— 3DES wrong
— 3DES 3key
— 3DES 2key
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Triple DES

* Triple DES or 3DES with three keys
- C= E(D(E(P’K1)3K2) 7K3)
— P= D(E(D(C ’K3)3K2) 7K1)

—>

E(k1r )

—>

D(kzr )

) E(k3;') >

* Keying options
— option 1: all different

— option 2: K;=K;
— option 3: K,=K,=K;
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Triple DES

* Q1. Why not double DES (2DES)?
— Meet In The Middle (MITM) Attack

— takes 263

* Q2. Why not E2E—>E instead E>D—2E?
— Backward Compatibility (3DES option 3 = DES)

* Q3. MITM against 3DES?

— Possible, but takes 2118



Why not double DES?
* Define  2E((kk,), m)= E(k,, E(k,, m))

key-len = 112 bits for DES

T — E(kz;')_¥_>E(k1;')—>E Tad (604) st

E[K'J E[KZJM ))= C
Equvivg Lo, ///;
Attack: M = (m]_I"'I mlO) , C= (Cl,... C z/M): D/K,,c)

e step 1: build table.

nd
sort on 2"% column k9=00..00  E(k°, M)

k!=00..01 = E(k!, M)

256
k2=00..10 | E(k?, M)

entries

kN=11..11 = E(kN, M)




Meet in the middle attack

7 E(ky, ) o E(ky, )

!

: _ _ k°=00..00  E(k°, M)
Attack: M =(mg.. my) , C=(c,.. down e | Ebena

k2=00..10 | E(k2, M)

. . .
kKN=11..11 @ E(kN, M)

e Step 2: forall k€{0,1}°° do:
testif D(k, C) isin 2" column.

if sothen E(k\,M)=D(k,C) = (kik) = (k,,k,)



Meet in the middle attack

B ek, ) — Elky, ) ——

Time = 2°°log(2°°) + 2°°log(2°°) < 2% << 212
space = 2°°

Same attack on 3DES: Time =218, space = 2°°

—> E(ks, ") > E(ky -) > E(ky, ") _’E




