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Stack	
  Smashing	
  Example	
  
•  Program	
  asks	
  for	
  a	
  serial	
  number	
  that	
  the	
  
a<acker	
  does	
  not	
  know	
  

•  A<acker	
  does	
  not	
  have	
  source	
  code	
  
•  A<acker	
  does	
  have	
  the	
  executable	
  (exe)	
  

q  Program	
  quits	
  on	
  incorrect	
  serial	
  number	
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Buffer	
  Overflow	
  Present?	
  
•  By	
  trial	
  and	
  error,	
  a<acker	
  discovers	
  apparent	
  
buffer	
  overflow	
  

q Note	
  that	
  0x41	
  is	
  ASCII	
  for	
  “A”	
  
q  Looks	
  like	
  ret	
  overwri<en	
  by	
  2	
  bytes!	
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Disassemble	
  Code	
  
•  Next,	
  disassemble	
  bo.exe	
  to	
  find	
  

q The	
  goal	
  is	
  to	
  exploit	
  buffer	
  overflow	
  to	
  
jump	
  to	
  address	
  0x401034	
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Buffer	
  Overflow	
  A<ack	
  
•  Find	
  that,	
  in	
  ASCII,	
  0x401034	
  is	
  “@^P4”	
  

q  Byte	
  order	
  is	
  reversed?	
  Why?	
  
q  X86	
  processors	
  are	
  “li<le-­‐endian”	
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Overflow	
  A<ack,	
  Take	
  2	
  
•  Reverse	
  the	
  byte	
  order	
  to	
  “4^P@”	
  and…	
  

q  Success!	
  We’ve	
  bypassed	
  serial	
  number	
  check	
  by	
  
exploi^ng	
  a	
  buffer	
  overflow	
  

q What	
  just	
  happened?	
  
o  Overwrote	
  return	
  address	
  on	
  the	
  stack	
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Buffer	
  Overflow	
  

•  A<acker	
  did	
  not	
  require	
  access	
  to	
  the	
  source	
  
code	
  

•  Only	
  tool	
  used	
  was	
  a	
  disassembler	
  to	
  
determine	
  address	
  to	
  jump	
  to	
  

•  Find	
  desired	
  address	
  by	
  trial	
  and	
  error?	
  
– Necessary	
  if	
  a<acker	
  does	
  not	
  have	
  exe	
  
– For	
  example,	
  a	
  remote	
  a<ack	
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Source	
  Code	
  

•  Source	
  code	
  for	
  buffer	
  overflow	
  example	
  

q Flaw	
  easily	
  
found	
  by	
  
a<acker…	
  

q …without	
  
access	
  to	
  
source	
  code!	
  


