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1. Introduction

• LLM have seen widespread deployment, but also pose risks 
around misuse by bad actors

• While hardening LLMs for safety can help, models remain 
vulnerable to adversarial inputs like “jailbreak”

• Model creators have acknowledged and updated their 
models against jailbreak attacks, but systematic analysis and 
conceptual understanding of this phenomenon remains 
lacking



1. Introduction

• analyze the vulnerability of safety-trained LLMs to jailbreak 
attacks by examining the model’s pretraining and safety 
training processes

• hypothesize two failure modes
• competing objectives 

• mismatched generalization



1. Introduction

(a) (b)



1. Introduction

• empirical evaluation of state-of-the-art safety-trained models, 
including OpenAI’s GPT-4 and Anthropic’s Claude v1.3, 
against both existing and newly constructed jailbreak attack

• Attacks based on two principles 
• 96% of the evaluated prompts

• 100% of the curated red-teaming prompts that past safety 
interventions were designed to address



1. Introduction

• Analyze defense

• argue that jailbreaks may be inherent to existing safety 
training method

• suggest the necessity of safety-capability parity—safety



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• overview of safety-trained language models and their 
vulnerability to jailbreak attacks

• mitigate potential harm and misuse, language models are 
often trained to refuse certain categories of prompts during 
safety training

• restricted behaviors as behaviors that a safety-trained 
language model is trained to avoid



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• P(prompt) | P’(modified prompt)

• attacker have black-box access to the mode



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• define three classes of outcomes for a given prompt 
P and attack P ′

• “GOOD BOT” - model refuses P ′

• “BAD BOT” – model responds to P ′ with an on-topic 
response to P 

• “UNCLEAR” - otherwise



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• a curated set of 32 prompts adapted from red-teaming 
efforts of OpenAI and Anthropic

• held-out set of 317 prompts (that was not seen by the 
authors until after data collection)



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• Models – GPT-4 | GPT-3.5 Turbo | Claude v1.3

• minimize the impact of noise from decoding, we sample with 
temperature 0

• For the GPT models, use the suggested system prompt “You 
are a helpful assistant.”



2. Background: Safety-Trained Language Models 
and Jailbreak Attack

• Curated dataset 
• ensures the prompts ask for behaviors deemed harmful by the 

model creators

• presents a challenging target for attack, as such examples were used 
to inform safety training

• Synthetic dataset
• proxy for restricted behavior - neither GPT-4 nor Claude v1.3 would 

respond



3. Failure Modes: Competing Objectives and 
Generalization Mismatch

• propose two failure mode
• competition between the capabilities and safety objectives

• mismatched generalization between the pretraining and safety 
capabilities



3. Failure Modes: Competing Objectives and 
Generalization Mismatch

• Competing Objectives

• observation that safety-trained LLMs are typically trained 
against multiple objectives that can conflict with each other



3. Failure Modes: Competing Objectives and 
Generalization Mismatch



3. Failure Modes: Competing Objectives and 
Generalization Mismatch

• the instruction-following training responds to the instructions 
and down weights token

• Once a response is started, the pretraining objective heavily 
favors continuing over an abrupt reversal, leading to a full 
unsafe output



3. Failure Modes: Competing Objectives and 
Generalization Mismatch

• Mismatched Generalization

• observing that pretraining is done on a larger and more 
diverse dataset than safety training



3. Failure Modes: Competing Objectives and 
Generalization Mismatch

• Via ablations 
• encoded input more important than encoded output

• large models pick up Base64 during pretraining and learn to 
directly follow Base64-encoded instructions

• safety training is claimed to generalize across languages 
• suggests caution in how far off distribution one should expect safety 

training to extend



4. Empirical Evaluation of Jailbreak Method

• evaluate 30 jailbreak methods, primarily constructed based on 
the principles in Section 3 (Competing Objectives, Mismatched Generalization)

• Baseline - test a none jailbreak that simply echoes each 
prompt verbatim



4. Empirical Evaluation of Jailbreak Method

• Simple attacks

• Combination attacks

• Model-assisted attacks

• Jailbreakchat.com

• Adversarial system prompt

• Adaptive attack



4. Empirical Evaluation of Jailbreak Method



4. Empirical Evaluation of Jailbreak Method

• variety of jailbreak attacks have traction on these models 
-> space of successful jailbreaks can be vast

• verify jailbreak none has a very low BAD BOT rate, further 
confirming that these prompts are indeed unsafe



4. Empirical Evaluation of Jailbreak Method

• the larger, held-out dataset for the top three attacks from 
Table 1

• suggests the attacks generalize well and robustly “jailbreak” 
the studied models.



4. Empirical Evaluation of Jailbreak Method

• Ablations of Simple Attacks 
• prefix_injection > prefix_injection_hello

• refusal_suppression > refusal_suppression_inv

• especific prefix injected and specific instructions are important for 
the success of jailbreaks

• any given prompt, at least one of the tested jailbreaks 
succeeds almost 100% of the time
• only minor variations of the jailbreak -> elicit restricted behavior



4. Empirical Evaluation of Jailbreak Method

• Defense
• Claude v1.3 was trained to refuse harmful role play



4. Empirical Evaluation of Jailbreak Method

• scale can shift the attack surface and introduce new 
vulnerabilities



5. Implications for Defense

• scaling alone will not resolve the failure modes of Section 3

• safety mechanisms match the sophistication of the base 
model may be necessary to defend against adversarial use



5. Implications for Defense

• during safety training, trading off between safety and 
pretraining is inherent 

-> model vulnerable to choosing pretraining over safety

-> incorporate human values starting from pretraining



5. Implications for Defense

• Mismatched generalization is also not resolved by scaling 
alone

-> larger data and models will not guarantee that safety training 
generalizes as broadly as model capabilities

-> scale - lead to combinatorially growing 
attack surface



5. Implications for Defense

• Safety-Capability Parity
-> safety mechanisms are as sophisticated as the underlying model

-> attacks will exploit cutting-edge capabilities of the model that less 
advanced safety mechanisms cannot detect or address

• arms race where models can be leveraged to generate attacks that 
defeat their own safety mechanisms



5. Implications for Defense

• Paper’s attacks had portions automated by LLM



6. Conclusion

• Safety training reduces undesirable behavior under normal use, but 
remains ineffective against adversarial actors.

• Jailbreaks stem from failure modes such as competing objectives and 
mismatched generalization.

• Scaling alone is insufficient; robust defense requires safety-capability 
parity.
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