Input-Aware Dynamic
Backdoor Attack
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Input-Aware Dynamic Backdoor Attack
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Threat Model
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Trigger
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Input-Aware Trigger Generator
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Strict Input-Aware Backdoor 2~ 21
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Diversity
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Nonreusability
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Running Mode

- J|Z& backdoor & &2 clean mode 2t attack mode 2t At EZ
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Mode = SH &
Clean mode &= 0|0l Xl x 2 label y
Attack mode x + KtJ| trigger g(x) target label c

Cross-trigger mode x + CtE OI0I Xl trigger g(x’) | &2l label y




Clean Mode, Attack Mode, Cross-trigger Mode
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(a) Clean mode (b) Attack mode (¢) Cross-trigger mode

Figure 2: Three running modes of the proposed input-aware backdoor system.



M A Loss +4&

- & Xl loss = classification loss + diversity loss
- S lossIt &M At= & O OF dynamic backdoorJt MIUHE &4 &

‘Ctotal — £cla + /\divﬁdiv



Training Pipeline

Algorithm 1: Strictly input-aware backdoor attack training

1 Let f be the classifier, g be the trigger generator;

2 Given a target label ¢, a training dataset S, backdoor probability ps, cross-trigger probability p..:
3 initiate f, g

4 for number of training iterations do

5 for (z.y) in S do

6 d «— random(1); (2',y") «— random_sample(S)
7 t «— g(z);t' +— g(z’)

8 Laiv +— l==="I/|jg(z)g(=")]

9 if d < p, then

10 | Lecia +— L(B(z,t),c)

1 else if d < p» + pc then

12 | Leoa +— L(B(z,t'),y)

13 else

14 | Leta +— L(z,y)

15 end

16 Etotal - ccla -4 Adil-'ﬁd’il.-'

17 g «— optimizeg(Liotal); [ +— optimizes(Liotal)
18 end

19 end

20 return the trained models f, g
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- =2 && 2 single-target attack2 2 &l
MNIST target label: digit O
CIFAR-10 target label: airplane
GTSRB target label: speed-limit-20

Dataset Subjects #Labels  Input Size  #Train. Images Classifier
MNIST Written digits 10 28 x 28 x 1 60000 2 conv, 2 fc
CIFAR-10 General objects 10 32 X323 50000 PreActRes18 (17)

GTSRB Traffic signs 43 32 x32:%:3 39252 PreActRes18 (17)
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B2 85 20
- clean accuracye 84 29 22 FAE
- attack success rate= 2= HIOIHAIN M 942 100% JtZH =K
- cross-trigger accuracy = =H = Al &l Of trigger nonreusability )t & =S8 =
E0HS

- unseen test image 0l Al &= generatorJt Bt = triggerdt &3 2 &S AI2ICH=

4

Dataset Clean Attack Cross

MNIST 9954 9954 95.25
CIFAR-10 9465 99.32 88.16
GTSRB  99.27 9984 96.80
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9t J|YH 23| - Neural Cleanse
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HH J|E 23l - Fine-Pruning
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HH I 232l - Mode Connectivity
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Backdoor Probability, Cross-trigger Probability
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Image Regularization
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Grad-CAM

Grad-CAM: 220 =& UE0A 0= ES= SotH E=Al AlZetoles 28
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. 2t ats ME x, yoll Oiol CHE OI0IXI x'E oLt L Eigt
° generator= AtJ] 0101 Xl trigger g(x)2t CHE 0101 Xl trigger g(x')E & &
° Ol= &EX 22 M JtXl mode & StLIE & B45( classification lossE Ml Ate!
1. Clean mode
OI Ed * X

E“ £ A label y

Loss: 220l clean imageE yZ EJRot=ESsS
2. Attack mode

2 &: B(x, g(x))

SH £%: attack target label ¢

Loss: XDItnggerD} 20I0IXEce EFotEEsts
3. Cross-trigger mode

2123 B(x, g(x))

Eﬁ £ 2l label y

Loss: CHE OI0I X2l triggerdt 2 & S 20| 2 SoHX A =S &5
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