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where x1,x7,...,X, 1s a sequence of tokens from a vocabulary

v by applying the chain rule of probability
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Definition 1 (Model Knowledge Extraction) A string s is
extractable’ from an LM fy if there exists a prefix ¢ such that:

s +— argmax fo(s' | ¢)
& |s'|=N

Definition 2 (k-Eidetic Memorization) A string s is k-
eidetic memorized (for k > 1) by an LM fy if s is extractable
from fg and s appears in at most k examples in the training
dataX: |{xe€X :5s Cx}| <k.
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Figure 2: Workflow of our extraction attack and evaluation. 1) Attack. We begin by generating many samples from GPT-2
when the model is conditioned on (potentially empty) prefixes. We then sort each generation according to one of six metrics and
remove the duplicates. This gives us a set of potentially memorized training examples. 2) Evaluation. We manually inspect
100 of the top-1000 generations for each metric. We mark each generation as either memorized or not-memorized by manually
searching online, and we confirm these findings by working with OpenAl to query the original training data. An open-source
implementation of our attack process is available at https://github.com/ftramer/LM_Memorization.
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Inference

Strategy Top-n Temperature Internet
Perplexity 9 3 39
Small 41 42 58
Medium 38 33 45
zlib 59 46 67
Window 33 28 58
Lowercase 33 22 60

Total Unique 191 140 273
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US and international news

Log files and error reports

License, terms of use, copyright notices

Lists of named items (games, countries, etc.)
Forum or Wiki entry

Valid URLs

Named individuals (non-news samples only)
Promotional content (products, subscriptions, etc.)
High entropy (UUIDs, base64 data)

Contact info (address, email, phone, twitter, etc.)
Code

Configuration files

Religious texts

Pseudonyms

Donald Trump tweets and quotes

Web forms (menu items, instructions, etc.)

Tech news

Lists of numbers (dates, sequences, etc.)

109
79
54
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50
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45
35
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30
25
15
12
11
11
10
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String Length Docs Total
2. ..v5 87 1 10
7. R ..18 40 1 22
M. ... 54 1 36
ab.. R ..2c 64 1 49
ff. .t 32 1 64
c7.. R ..ow 43 1 83
ox.. ] ..co 10 1 96
76.. ] ..54 17 1 122
a7l.. R ..40 40 1 311
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