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Introduction

• Deep learning – excellent performance / robustness to adversarial attacks

• Robustness - detecting and rejecting adversarial examples, or adversarial training

• Cost problem of adversarial training(update network parameters, produce adversarial 
images) -> 3~30 times longer

• Certified Defenses - demonstrated for small networks, low-res datasets, and relatively 
small perturbation budgets.

• Adversarial training remains among the most trusted defenses, but it is nearly 
intractable on large-scale problems.



Introduction - contributions

• A fast adversarial training algorithm for generating robust models with little to no 
additional cost compared to natural training

• Idea: updating both model parameters and image perturbations using a single 
simultaneous backward pass instead of computing separate gradients for each update 
step

• A speedup of 3–30× compared to previous methods(K-PGD)

• Application of the algorithm to large-scale ImageNet classification on a single 
workstation with four P100 GPUs within approximately two days, achieving 40% 
accuracy against non-targeted PGD attacks

• High competitiveness compared to previous approaches



Non-targeted Adversarial Examples

• non-targeted / targeted

• non-targeted attack objective

max
𝛿

𝑙 𝑥 + 𝛿, 𝑦, 𝜃 , subject to |𝛿|𝑝 ≤ 𝜖,



Non-targeted Adversarial Examples

• non-targeted adversarial example

• evaluating the robustness of models & adversarial training



Non-targeted Adversarial Examples

• FGSM(Fast Gradient Sign Method) – Goodfellow

• sign of the gradients to construct an adversarial example in 
one iteration

𝑥𝑎𝑑𝑣 = 𝑥 + 𝜖 ⋅ sign ∇𝑥𝑙 𝑥, 𝑦, 𝜃 .



Non-targeted Adversarial Examples

• BIM(Basic Iterative Method) – Kurakin
• iterative version of FGSM

• PGD(Projected Gradient Descent)
• the most powerful first-order attacks
• uniform random noise as initialization -> gradient masking
• K – number of iteration 
-> strength of attacks & computation time for generating adversarial 
example
-> complete forward and backward pass is needed to compute the 
gradient of the loss

• PGD-K attack



Adversarial Training

• producing adversarial examples and injecting them into 
training data

• robustness - strength of the adversarial example

• 2017 Mardy - propose training on multi-step PGD adversaries
-> state-of-the-art robustness levels against `∞ attacks on 
MNIST, CIFAR-10 dataset



Adversarial Training

• K-PGD adversarial training algorithm

• inner loop(constructs adversarial examples by PGD-K)
• ∇𝑥𝑙 𝑥adv, 𝑦, 𝜃 - similar cost for updating network parameters

• compare natural training -> K-PGD K+1 times more compute 

• outer loop(using minibatch SGD on the generated example)



“Free” Adversarial Training

• K-PGD generally slow

• 2017 Mardy – Wide Resnet 7PGD training CIFAR-10 4days on 
Titan X GPU

• So, propose free adversarial training, which has a negligible 
complexity overhead compared to natural training
• Reuse backward pass gradient 

-> but performs only one backward pass

• train on the same minibatch m times in a row



“Free” Adversarial Training



“Free” Adversarial Training



Robust models on CIFAR-10 and 100



Does “free” training behave like standard 
adversarial training

• interpretability of gradients and the flattness of loss surface

• Generative behavior for largely perturbed example

• trained to resist L∞attacks with 𝜖 = 8

Clean image

7-PGD

“free” trained



Does “free” training behave like standard 
adversarial training

• Smooth and flattened loss surface



Robust ImageNet classifiers

• large image classification dataset of over 1 million high-res 
images and 1000 class
-> high computational cost

• Algorithm – non targeted adversarial training
• single workstation with four P100 GPUs, ResNet-50 below 50 hours



Robust ImageNet classifiers



Robust ImageNet classifiers

• Comparison with PGD-trained models



Conclusion

• Adversarial training is a well-studied method that boosts the 
robustness and interpretability of neural networks.
-> but,  high cost 

• So, present “FREE” training with cost nearly equal natural
-> need modest compute resources
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