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Abstract Advanced Persistent Threat (APT) attacks are intelligent and continuous attacks on
specific targets. This type of attack is one of the most difficult attacks to detect and defend because
it uses an organized and advanced technique for attacking targets, and it continuously attempts to
attack the undetected for a certain period. In this paper, we propose a framework that recommends
security requirements for real-world APT attacks as a proactive defense against APT attacks. The
proposed framework derives attack elements based on scenarios for specific APT attacks and analyzes
the relationships between elements. Through case-based reasoning of analytical results, attack
patterns are deduced, and security requirements are recommended. For case-based reasoning and
security requirements recommendation, we build an integrated knowledge base that includes APT
attack knowledge, general security knowledge, and domain-specific knowledge. The integrated
knowledge base consists of knowledge-specific ontology and related databases. We implement this
framework as a web application to conduct case studies on specific APT attacks.

Keywords: advanced persistent threat, case-based reasoning, security requirements, problem
domain ontology
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Fig. 1 Scenario-based APT Attack Analysis to Elicit
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Fig. 4 The Concept of Building Individual Ontologies of Problem Domain Ontology with a 3-Layer Approach
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security_requirement |fll security goal [linum |l security_requirement [l security_goaldl num
DBSR 01 C 22| [SVSR 01 C 22| [PCSR 01 C 220
DBSR_02 C 7 44| [SVSR_02 €. 11| [PCSR_02 C 220
DBSR_03 € " 22| [SVSR_03 A 22| [PCSR_03 € 220
DBSR 04 i 7 88| [SVSR 04 C1 66| |PCSR 04 € 220
DBSR_05 1 7 44| [SVSR_05 1 11| [PCSR_05 C 220
DBSR_06 C " 22| [SVSR 06 [ 44| |PCSR_06 C 220
DBSR_07 C 7 44| |SVSR_07 [ 44| |PCSR_07 C 220
DBSR_08 1 i 22| [SVSR_08 A 11| [PCSR_08 C 220
DBSR_09 A 7 22| |SVSR_09 Cl 22| |PCSR_09 C 220
DBSR_10 A 7 44| [SVSR_10 C 11| [PCSR_10 C 220
DBSR_11 C " 22| [SVSR_11 C 22
DBSR 12 c 7 22| [SVSR 12 c 22
DBSR 13 A 7 22| [SVSR 13 c 11
DBSR_14 [ " 44| |SVSR_14 C 11
DBSR_15 [ 7 44| [SVSR_15 C 11
DBSR_16 (] = 44| |SVSR_16 c 11
DBSR_17 ] d 44| |SVSR_17 € 11
DBSR_18 C 7 22| [SVSR 18 Cl 22
DBSR_19 c 7 22| [SVSR_19 C1 22
DBSR_20 = " 22| [SVSR_20 C 11
a9 17 34 akel OF 7163 Bel 8TAG F1 A%
Fig. 17 Results of Technical Security Requirements Recommendation for Attack Elements
security_requirement [ description num
SESR 01 The employees must take at least one of security education 594
course
SESR_02 The employees must change the password of their r 891
company account regulary
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without VPN
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SESR_04 P e o 891
password) on non-encryption file.
SESR_05 The employees must log-out the internal server when they r 389
do not use.
SESR_06 The organization must provide the data encryption policy. " 230
The organization must provide the education course about
SESR_07 N E 593
the email security.
The organization must provide the server authorization
SESR 08 g P 297
policy
The organization must provide policy for using mobile
SESR 09 J i1 s PIOHEE P 2 296
computers outside.
SESR_10 The lorganizatioln must provide the n?tw?rk device that T 297
provide encryption network communication.
a9 18 34 akel o Q8 Bek aPAY 31 A%
Fig. 18 Results of Human Security Requirements Recommendation for Attack Elements
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