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[Abstract]

The sharing economy is an economic model that generates profits by sharing surplus resources. It shares not only goods but
also various infrastructures such as accommodation. However the recent outbreak of Covid-19 has led to an increase in
non-face-to-face transactions which has led to an increase in e-commerce disputes. To this end, we propose a blockchain based
trusted trading platform. The proposed platform uses Ethereum blockchain to store important information such as transaction
information and remittance history in blocks with characteristics of security and immutability to support denial prevention, and
improves trust between trading entities with objective storage of information. Also, variable data is treated as a separate server to
minimize storage space constraints and transaction delay problems in blockchain. This paper proposes procedures such as login,
purchase, purchase confirmation, rental, return and compensation for reliable transactions, and implements them as smart contract.
As a results, we develop a trusted used product trading service DApp based on Web3.js.
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MEMBER FK_PRODUCTMEMBER

PK |[id VARCHAR(32) PRODUCT
password VARCHAR(128) PK [id INT
name VARCHAR(32) \—Oé FK | owner_id VARCHAR(32)
address VARCHAR(128) borrower id | VARCHAR(32)
eth_address [VARCHAR(128)| 1:n img_url VARCHAR(255)
token VARCHAR(512) title VARCHAR(64)

category INT(11)
price TEXT
ORDER_HISTORY trade._type INT(11)

PK |id INT borrow_start TEXT
owner_id VARCHAR(32) borrow_period |TEXT
member_id | VARCHAR(32) status INT(12)
product_id |INT grade INT(11)
trade_type [INT(11) introduce TEXT
status INT(11) trade_behavior |INT(11)
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Fig. 5. Proposed DB for sharing market
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3. wallet address

v
—
—3

4. request sign-up
( id, password, name,
home address, wallet

address) 3.update

6. save

7. complete sign-up member DB

Login 1. request login

Procedure (id, password) | 2.compare

(id. password)
[

3. compare

5. login fail/success
member DB

message 4. results

:l 6. metamask login

7. request account information
5 8. wallet address []

a8 6. slgvlel @ 239l Hxf
Fig. 6. Sign-up & Log-in procedures
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’ Server ‘ | Database ‘
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1. product upload request |
( category, title, price, image ... )

Blockchain
Network

2. update
e
4. product page update
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Fig. 7. Product information upload/update procedures
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1. product phrchase request
(product id, s_price, id )
2.metamask signature request
% 3.signature

(product id, s_price, id , consumer wallet address )

»[] 4. send money
| consumer -> locker

5. transaction complete
( block update )

[| 6. product ID 7. update
8 product page update product DB
“ les -> sold
9. consumer ID (sales = sold_owy
12. request send 11. home | [ 10. consumer data
product < address query

I8 8. =E7o &t
Fig. 8. Product purchase procedures
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4. transaction complete

Transaction

Reject 1. transaction reject

. reject request
— |

3. reject confirm
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5. send money
locker -> consumer
LI (‘block update )

6. transaction reject complete

7. update product

8. update product DB
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Fig. 9. Transaction confirm and reject procedures
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5. send money
J consumer -> locker
: ( block update )

6. transaction complete
[ 7. product IDI_I
10. consumer ID
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8. update
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Fig. 10. Product rental procedures
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