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A Study on Secure Model based Virtualization for Web Application
Security

Hwan Seok Yang™® - Seung Jae Yoo™*

ABSTRACT

Utilization of web application has been widely spread and complication in recent years by the rapid development
of network technologies and changes in the computing environment. The attack being target of this is increasing
and the means is diverse and intelligent while these web applications are using to a lot of important services. In
this paper, we proposed security model using virtualization technology to prevent attacks using vulnerabilities of
web application. The request information for query in a database server also can be recognized by conveying to the
virtual web server after ID is given to created session by the client request and the type of the query is analyzed
in this request. VM-Master module is constructed in order to monitor traffic between the virtual web servers and

prevent the waste of resources of Host OS. The performance of attack detection and resource utilization of the
proposed method is experimentally confirmed.

Key words : Web Application, Virtualization, Security, Intrusion Detection
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