Secure and Efficient Cryptosystem for Smart Grid
Using Homomorphic Encryption

Xingze He', Man-On Pun?, and C.-C. Jay Kuo, Fellow, IEEE?!

IMing Hsieh Department of Electrical Engineering,University of Southern California,Los Angeles,CA
2Mitsubishi Electric Research Laboratories,Cambridge, MA

Abstract—A secure and efficient cryptography-based data
exchange scheme for the smart grid based on homomorphic
encryption is investigated in this work. Public key cryptography
has been proposed as the main tool to ensure the security
of a smart grid [1]. We first examine the shortcomings of
conventional public key cryptography to motivate our current
study. For the uplink communication (i.e. from customers to the
utility) in the proposed scheme, smart meters homomorphically
encrypt privacy-sensitive customer data before sending them over
the grid. To prevent message forgery, a simple authentication
scheme is designed sepcifically for uplink communication. For the
downlink communication (i.e. from the utility to customers), the
utility transmits the signed control messages to customers using
digital signatures to ensure that messages from utilities are not
tampered. For the data exchange scheme, we propose a practical
cryptosystem based on a partially homomorphic encryption
algorithm. The proposed solution has several appealing features
such as strengthened security, high efficiency and user privacy
preservation.

Index Terms—Homomorphic Encryption, Public Key, Smart
Grids

|. INTRODUCTION

Empowered by the modern digital communication technol-
ogy, the smart grid system has been envisaged as the next-
generation power delivery system to provide reliable, eco-
nomic and enviromentally friendly electricity service. While
research is still in progress towards defining each key technol-
ogy of smart grid,a typical smart grid is composed of seven
domains as shown in Fig. 1, which are bulk generation, trans-
mission, distribution, customers, service providers, operations,
and markets [2]. In this conceptual model, customers closely
interact with three domains: namely, markets, operations and
service providersto boost system automation and intelligence.
In this process, frequent data exchanges between different
domains are essential.

Messages transmitted through the smart grid may contain
sensitive data related to customers privacy. For example,
customer’s daily power usage profile can be exposed to the
utility as shown in Fig. 2. Through analysis, the utility can
easily dectect customers' activities at home (e.g., waking up
and watching TV) and the number of people in a household.
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Fig. 1. lllustration of the smart grid conceptual model [2].

If these data are not properly protected, they can be exploited
by adversaries to gain illegitimate advantages from targeted
households and/or their business competitors. Furthermore,
malicious attackers may use the data to launch large-scae
attacks on the electrical grid [1], [3]. The system is particularly
vulnerable when wireless transmission or a public network
(e.g. the Internet) is used for data transmission since transmit-
ted data can be easily intercepted.

Although information security and privacy protection have
not yet been well studied in traditional utility grids, novel
security schemes are demanded in smart grid to protect com-
munication between different parties. The main objective of
this research is to develop a secure data exchange scheme for
smart grid.

To expedite the standardization progress, the National Insti-
tute of Standards and Technology (NIST) discussed smart grid
privacy and security issues in a sequence of documents [1],
[5], [6] and provided some high-level solutions. Elaboration on
smart grid security attributes was provided by the Department
of Energy (DOE) of the US Government in [7]. Recently,
DOE allocated $20 million research funding on cybersecurity
for the US electrica grid, among which $3.1 million is
earmarked for the development of a centralized cryptographic
key management system. Discussion in [1], [5]-{7] primarily
focuses on the conceptual security architecture of a smart grid.
The design detail is till lacking.

Also,some efforts have been taken to address the smart grid
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Fig. 2. Power usage to personal activity mapping [4].

security and privacy issues in the area of key management.
For example, Khurana et al. [8] described smart grid security
issues with emphasis on complexity and scalability of key
management. Metke and EkI [9] investigated smart grid secu-
rity technologies, including the public key infrastructure and
trusted computing. A secure information aggregation scheme
for the smart grid system was proposed by Li, Luo and Liu
[10] using homomorphic encryption. Although it is secure and
efficient, its application is limited to information aggregation
only and a more powerful homomorphic encryption schemeis
needed to overcome this obstacle. Along this line, we notice
a recent breakthrough in homomorphic cryptography made
by Gentry [11], which offers fully homomorphic encryption
using ideal lattices. Gentry’'s scheme supports both additive
and multiplicative homomorphism and its potential is great.
Despiteits powerful functionalities, the complexity of Gentry’s
scheme is very high, and its application to a practical smart
grid system is still in question.

In this work, being motivated by the above observation, we
propose a secure and efficient cryptography-based data ex-
change scheme adopting homomorphic encryption technique.
On the basis of this scheme and a partially homomorphic
encryption agorithm, a practica cryptosystem is designed
specificaly for smart grid. The proposed cryptosystem sup-
ports an arbitrary number of additions and single multiplica
tion on encrypted data, which differentiates this work from
that in [10].

The rest of this paper is organized as follows. We first
introduce two techniques adopted in our proposed scheme
(i.e. public key cryptosystem and homomorphic encryption)
in Sec. I1. Then, we examine the data exchange scheme using
homomorphic encryption in Sec. Ill. A practical cryptosys-

tem based on a recently proposed partially homomorphic
encryption is presented in Sec. IV and two applications of
the proposed cryptosystem are discussed in Sec. V. Finaly,
concluding remarks are given in Sec. VI.

I1. PuBLIC KEY CRYPTOSYSTEM AND HOMOMORPHIC
ENCRYPTION

A. Public Key Cryptosystem

In a public key cryptosystem as shown in Fig. 3, each
recipient generates a pair of public and secret keys, where
the public key is made open to others while the secret key
is kept confidential. If someone wants to send a message to
the recipient, the public key is used to encrypt the message to
protect its content. Once the recipient receives the encrypted
message, the secret key is used to decrypt the encrypted
message so as to recover the original message. This process
is caled public key encryption.

The public key cryptosystem also supports the authentica-
tion of a message. That is, a message signed with a digital
sigature, which is generated from sender’s private key, can
be verified by anyone with access to the corresponding public
key. Through this verification process, the recipient can ensure
sender’s identity and whether the message has been tampered
or not in the transmission.

Unlike the symmetric key crytosystem, the secure initial
exchange of secret keys between the sender and the receiver
is not required in the public key cryptosystem. Therefore,
the public key cryptosystem has been widely used in large
scale public networks such as the Internet. The security of
this cryptosystem is generaly built upon some mathematical
properties such as problems of discrete logarithm and integer
factorization that cannot be solved efficiently.
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Fig. 3. Illustration of the public key cryptosystem.

B. Homomorphic Encryption

Given messages m1, mq € Zn, @ homomorphic encryption
function Enc() can be rewritten as

Enci(my oma) = Enci(my) @ Ency(ma), (@)

where o and e are two different operators. Homomorphic
encryption is a semantically secure cryptographic scheme in
the sense that users can delegate the processing work on
their private data (as indicated by the left-hand-side of the
above eguation) to others without revealing the data content
(as shown by the right-hand-side of the above equation).
Homomorphic encryption finds applications in secure voting,
private information retrieval, etc. Once some efficient fully
homomorphic encryption technique is explored, it can also be
used in cloud computing.

Based on the supported functionality, homomorphic en-
cryption schemes can be classified into two types — partially
homomorphic encryption and fully homomorphic encryption.
Partially homomorphic encryption has more restrictions on its
supported operation (only addition, multiplication, or poly-
nomials up to certain degrees) while fully homomorphic
encryption supports both additions and multiplications. The
latter is more powerful and flexible. Examples of partially
homomorphic encryption schemes include: RSA [12], Pailer
[13], etc. Fully homomorphic encryption schemes were better
understood until recently and reported in [11], [14].How-
ever,they are till computationally too expensive to be used
in practical applications today.

I1l. DATA EXCHANGE SCHEME FOR SMART GRID

In the conventional public key cryptosystem, every terminal
device of a two-way communication channel has to generate
a pair of public and secret key for secure data exchange. In a
large scale network such as the smart grid, efficient manage-
ment of millions of keysis a challenging problem. Besides, the
use of akey in every message reduces the efficiency of network
transmission tremendously. Thisis especialy critical in asmart
grid due to its limited bandwidth and timeliness requirement.

By exploiting the fact that a smart grid system is a multi-to-one
communication network (e.g. multiple users but one service
provider) and that there exist different security and privacy
reguirements on the uplink and the downlink communications
in apower system, we propose a highly efficient data exchange
scheme without compromising system security.
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Fig. 4. Proposed data exchange scheme in Smart Grid.

The proposed data exchange scheme in smart grid is shown
in Fig. 4. Being independent of the original seven domains
shown in Fig. 1, another sub-system called the PKC-HE
sub-system is introduced. The PKC-HE sub-system, which
is the only module that has the access to the secret key, is
responsible for key generation, distribution, decryption and
message signing.

In the proposed data exchange scheme, operations, markets,
service provider and PKC-HE form a small communication
network, which is called the H-Net. Owing to the small scale
of the network and infrequent communications, we still adopt
the conventional public key cryposystem that protects the
system to the highest degree. For the communications between
customers and other domains (i.e. operations, markets and
service providers), we called it L-Net. A secure and efficient
solution is proposed by incorporating the PK C-HE sub-system.

The proposed scheme works with the following procedures.

1) Key Generation and Distribution
The proposed key generation and distribution procedure
is shown in Fig. 5. The PKC-HE sub-system generates
a pair of public key (PK) and secret key (SK) for the
communication of L-net at time T'. For key distribution,
PKC-HE simply broadcasts generated public key to
customers while keeping the secret key confidential.
The keys will remain active for a predefined period
of time before PKC-HE sub-system re-generates and
distributes new keys. In contrast to a conventional public
key cryptosystem where two pairs of public and private
keys are generated for every point-to-point communi-
cation link, only one pair of public and private keys
is needed for communications between customers and
other domains (i.e. operations,markets,service providers)
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in our proposed scheme. Please note that, additional
pairs of publc and secret keys are needed for the commu-
nication in the H-Net.For instance, a network consisting
of 500 customers, more than 1000 keys are needed in a
conventional public key cryptosystem while less than 10
keys is enough in our proposed scheme. Thanks to the
small number of keys, the generation, distribution and
other management work becomes easy.
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Fig. 5. Key generation and distribution procedure.

Uplink Communication

The operations in the proposed uplink communication
are depicted in Fig. 6, where User A and User B
share the same public key (PK) which is generated
and distributed by PKC-HE sub-system. Before every
transmission, users first homomorphically encrypt their
messages under PK. Then, the encrypted messages are
sent to the sepcific domain (operations, markets or
service providers) through a public network (e.g. the
Internet). Since only PKC-HE sub-system can access
the private key, no one else can decrypt users data
in the transmission. To the highest extent, this custody
method prevents adversaries from decrypting data in
the transmission over the public network. The concern
that an untrusted party (e.g. a third party company in
the marketing domain) would leak users data is aso
eliminated.

Cr=Encpx (My)
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CB:EHCPK (MB)
Fig. 6. Operations in the uplink communication.

To prevent data forgery, a simple authentication scheme
is designed for the uplink communication. We add a byte
to the output message of the smart meter as shown in

Fig. 7. A random number is generated and stored in the
byte right after new key’s generation and distribution.
After the transmission of every message, the random
number is increased by 1. With the preknowledge of
the initial random number, it is convinient to check
whether the message has been forged or not based on
the information embedded in the message. Suppose that
smart meter sends power usage data in a period of T,
seconds, the initial random number generated at time
t; is N;, the random number shown in the received
message is N, the receiving time is ¢,. Then, we can
check using the following eguation

2 N,- N, @
The verification of the above equation proves the cor-
rectness of the sender’s identity, and vice versa. Thus,
forged messages can be easily detected.
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Fig. 7. Extended packet format.
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3) Data Processing and Analysis

With the property of fully homomorphic encryption, do-
mains such as markets, operations and service providers
are able to implement any kind of calculation and
processing on encrypted customers’ data. The processed
result is then sent back to PKC-HE sub-system, the
only party who can access the secret key, for decryption
as shown in Fig. 8. After decryption, PKC-HE sub-
system sends the decrypted result back to domains for
further analysis. Note that the communication in the
H-Net is protected under the conventiona public key
cryptosystem.

Processing Result
(Encrypted)

Related
Domains

Processing Result
(Decrypted)

Fig. 8. Data processing and analysis.

4) Downlink Communication
Operationsin the proposed downlink communication are
shown in Fig. 9, where the main concern is authentica-
tion, i.e., validation of the identity of the message sender.
Without a proper authentication scheme, adversaries
may forge and send faked control messages to users



to result in network breakdown. As shown in Fig. 9,
domains such as the service providers first send control
messages to PKC-HE to generate the digital sigature
using the secret key. After receiving the digital signature,
domains send the signed message to cutomers. With this
signed message, customers can verify sender’s identity
using the shared public key.
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Fig. 9. Operations in the downlink communication.

The efficiency of the proposed cryptosystem is evidenced
by the fact that only two keys are generated while one key
is broadcasted to all users for the L-Net communication.
In addition, since al users share the same public key, key
maintenance is efficient. For users who lost the public key,
they can query it from their neighbors. Besides, key revocation
is easy since it can be implemented via PK C-HE sub-system.
In the proposed cryptosystem, PK C-HE is the only sub-system
responsible for key generation and distribution. Other devices
(such as smart meters) or systems do not have to support these
functions, thereby satisfying some design requirements such as
the size and complexity.

The security of the proposed cryptosystem relies on the
security of the adopted public key agorithm as well as
the confidentiality of the secret key. In the proposed public
key cryptosystem, the introduction of PKC-HE sub-system
seperates the decryption and the signing processes from others.
Conseguently, only PKC-HE is able to access the secret key
in the whole system. The confidentiality of the secret key is
high. To further strengthen system security, the system can
periodically or randomly update the keys. Since al customers
share the same public key, the key generation and distribution
can be done efficiently.

IV. PRACTICAL CRYPTOSYSTEM USING PARTIALLY
HOMOMORPHIC ENCRYPTION

In the previous section, we introduced a secure and efficient
data exchange scheme where the homomorphic encryption
technique is used. As the best choice, fully homomorphic
encryption disscussed in Sec. Il is able to support any kind
of processing on the encrypted data for different purposes.
However, current fully homomorphic encryption algorithms
in [11], [14] are computationally expensive so that they are
gtill not practical in the real world system. Some partialy
homomorphic encryption schemes were proposed with lower
complexity such as RSA [12] and Paillier [13]. However, most

of them only support either the addition or the multiplication
operation on encrypted data, which imposes some limitation
on their applications.

To build a practical cryptosystem, in this section, we con-
sider a partially homomorphic encryption algorithm recently
reported by Goh [15] in the proposed data exchange scheme
as described in Sec. Ill. It allows an arbitray number of
additions and a single multiplication on the encrypted data.
This property is generally enough in most applications in the
context of the power grid. Some important applications in
smart grid will be discussed in Sec. V.

A. Goh’s Partially Homomorphic Encrytion Algorithm

Goh's partially homomorphic encryption scheme consists of
the following procedures [15].

1) KeyGen(r): Given security parameter 7 € Z 7, a-
gorithm ®(7) is used to generate a tuple (q1, g2, G, G1,¢€),
where ¢1, g> are two random 7 bit primes, G,G are groups
of order n = q1q2 and e : G x G — (1 is a bilinear map.
Then two random generators g, u &£ G are sdlected. Set
h = u®” € G.Then, PK = (n,G,G1,e,g,h) is the public
key and SK = ¢ is the private key.Note that,all the above
operations can be computed in polynomial time in = [15].

2) Encrypt(PK,m): To encrypt a message m, a variable
r [0, n—1] isfirst randomly selected. Assume the message
space consists of integers in set 0,1,...,7 with T' < g2, we
compute the ciphertext as follows,

CT = g™h" € G.

Again, the group operations in G can be computed in polyno-
mial timein 7.

3) Decrypt(SK,CT): In order to decrypt a ciphertext
CT, we directly compute the discrete logarithm of (CT)%
with base g, where § = ¢%' .Because

(€)™ = (g™} = (") € .

Since 0 < m < T, this operation demands an expected time
of O(v/T) using Pollard’s lambda method [15].

This partially homomorphic algorithm can support arbitrary
number of additions and a single multiplication on ciphertexts.
The homomorphism is explained below [15].

« Additive Homomorphism

Given A = g*h” and B = ¢*h*, where g, h € G, r and
s are randomly chosen from [0, » — 1], the encryption of
a + b takes the following form:

C = ABh! = gotbprtstt e @ ©)

where t € Z,, is randomly selected.

o Multiplicative Homomorphism
Given A = g*h” and B = ¢*h*, where g, h € G, r and
s are randomly chosen from [0, » — 1], the encryption of
a X b can be computed as

C = e(A,B) x bt = gi*h € Gy, )

where g1 = e(g,9), h1 = e(g,h) and t,r’ € Z, are
randomly selected.



B. Extension of Goh’s Algorithm

To prevent control message forgery as discussed in Sec. |11,
the digital signature is introduced in the proposed cryptosys-
tem as shown in Fig. 10. However, Goh only proposed an
encryption algorithm without discussing the authentication
procedure. Here, we extend Goh's encryption agorithm to
support both the signing and the verification process in the
downlink communication under the same pair of public and
secret keys.

« Signing Process

Control Message

Control
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uoryouny ysey

Digitally Signed

S Control Message
Slgnaturc»@ >

01000010100
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Generator
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Fig. 10. Signing Process.

For a signing process, as shown in Fig. 10, a digita
signature is needed. To generate a digital signature using
secret key SK, we propose to select r £ [0,n — 1]
randomly and compute

DS(PK, SK,m) = ufm/agr,

where v and g are two public keys, ¢, is secret key,H () is
the hash function and m is the message to be sent. Note
that group operations involved here could be computed
in polynomial time of parameter ~ [16].

« Verification Process

Hash Function

Control Message . 01000010100

Digitally Signed
Control Message

Hash

<l

-~
T Hash

PK=(n, G, Gy, e, g, h)

Verification

Fig. 11. Verification process.

Every control message is authenticated using the digi-
tal signature generated in the above step. Specificaly,
after receiving the signed message, users first verify
the message.To verify a message using the public key

PK = (n,G,G1,e, g, h), we compute
(DS)™ = (U™ g")" = y92™ = (u2)™ = p",

Note that m can be recovered by computing the discrete
logarithm of (DS)™ with base of . As mentioned above,
this operation takes expected time O(\/T) using the
Pollard’s lambda method. This process is depicted in Fig.
11. The same as the encryption scheme proposed by Goh,
the signing and verification process is semantic secure.
Increasing the frequency of key update also strengthens
the security of the authentication process.

V. APPLICATIONS
A. Secure and Efficient Information Aggregation

Information aggregation is an important operation in some
proposed smart grid communication infrastructure (e.g. the
wireless-wired multi-layer architecture) [3], [17]-{19]. In the
network architecture as shown in Fig. 12, each neighborhood
has a data collector to collect desired users data. For example,
suppose that the service provider wants to know the average
power consumption of the neighborhood. To do so, users send
their power consumption data through an exclusive connection
to the data collector. After receiving the data, the data collector
calculates the mean value of power consumption and reportsto
the service provider. Without an effective protection technique,
users data are vulnerable to interception either during the
transmission or during the processing at data collector.

The proposed cryptosystem offers a secure and efficient
solution to elliminate this concern since al data transmitted
within the L-Net are encrypted data. Except for PKC-HE sub-
system, no other units can access the original information but
the encrypted data. Furthermore, the proposed cryptosystem
can be used to improve the efficiency of information aggrega-
tion using in-network incremental aggregation [10].

Fig. 12. Data aggregation in a smart grid.

B. Privacy Guaranteed Statistical Analysis

Besides providing secure information aggregation for a
smart grid, the proposed cryptosystem offers a secure way to
perform statistical analysis on encrypted data. In other words,
it allows the utility or a untrusted third party to analyze the
general consumer behavior based on encrypted data so that



individual’s privacy can be protected. In the following, we
discuss two secure statistic analysis tasks — one for utilities
and the other for an untrusted third party.

Accurate statistical analysis of power data helps an utility
company evaluate the current grid status and plan for future
power production and distribution. With the proposed cryp-
tosystem, an utility directly processes encrypted user data and
sends the processed result (in encrypted form) to PKC-HE
sub-system for decryption. The processed result (in decrypted
form) will be sent back to the utility for further analysis and
operation.

Encrypted

Data Center

Network
etwor (Encrypted User

Megssages
Network
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Fig. 13. Statistical analysis conducted by utilities.

In many practical cases, a third party is aso interested
in getting statistical knowledge of user data. For instance,
a company may be interested in understanding consumers
power consumption behavior for commercial purpose. How-
ever, since the third party may be untrusted, plain user data
should not be released. The third party may gather homomor-
phically encrypted user data from the public network and/or
from utilities. By exploiting the additive and multiplicative
homomorphism properties, the third party can extract useful
statistical information about the underlying plain data without
decrypting them. As shown in the block diagram in Fig. 14,
this can be achieved as follows.

1) The third party registers in the public key infrastructure
(PK1) of the conventional public key cryptosystem used
in H-Net

2) The PKI authorizes the third party in the system

3) Thethird party gathers encrypted data by either directly
collecting them from the public network or receiving
them from a trusted party.

4) The third party extracts useful statistical informa-
tion.Results are in encrypted form.

5) The encrypted results are sent to PKC-HE sub-system
for decryption.

6) The decrypted results are sent back to the third party.

As an example, we show how to derive the mean and
the variance of the underlying data below. Without loss of
generality, we assume N users in a neighborhood. Given
encrypted power consumption data c1, co, - - -, cy, the mean
and variance of the corresponding original power consumption
data my, mo,- -+, my can be computed as follows.

o Mean Value

Registration
Request

uthorization

Enqgry;
at|

Network

Data Center
(Encrypted User Data) v

Control Center

Fig. 14. Statistical analysis conducted by the third Party.

The mean of the plan data is defined as
m =  Decs(Cr).By exploiting the additive
homomorphism,the encrypted mean value Cwz can

be computed from the encrypted data as
N
Crz = Encyi(m) = [ e - 1, (5)
j=1

where C5; is the encrypted mean value. After decryption,
we can get the mean value of the plain data.

o Variance

The variance of the plaintext m;,i =1,..,N can be
obtained by

1 N
N_1 > (mi —m)? (6)
=1
N
1 2 N
N—l;mi N1 (7
With the homomorphic property, we can obtain v,, in
terms of ¢;,i = 1, ..., N with the following three steps.

o STEP 1: Calculate C = Encp(m) from Eq. (5).
« STEP 2: Calculate Cy = Encpi (3, m2) by

N

G = Encp(ym?) ®
N =1

= H (e(ci, ¢;) - YY) - . 9

i=1

o STEP 3: Calculate the variance of plaintext data V,,, by

- Decgi(C2) — N Decg(Cr)?
" N-1
where s and {r;,7i = 1,...N} are randomly chosen from
[0,n—1], h=e(g,9), h1 = e(g, h).

(10)



VI. CONCLUSION

With the introduction of homomorphic encryption tech-
nique, a secure and efficient data exchange scheme was
proposed for the smart grid system. Then, a practical cryp-
tosystem was designed by adopting Goh's partially homomor-
phic encryption scheme and its extension. With the proposed
cryptosystem, a smart grid can provide protection for both
uplink and downlink communications efficiently. Moreover,
the proposed cryptosystem can adjust the security level of
the whole system in terms of different security requirements.
Thanks to additive and multiplicative properties, all processing
work at the utility side can be done on encrypted data without
the need of decrypting each single message. With this feature,
applications such as data aggregation and statistical analysis
can be accomplished in a secure and efficient way.
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