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ABSTRACT

This paper proposes an encryption web transaction attack detection system based on the existing web application
monitoring system. Although there was difficulty in detecting attacks on the encrypted web traffic because the existing
web traffic security systems detect and defend attacks based on encrypted packets in the network area of the encryption
section between the client and server, by utilizing the technology of the web application monitoring system, it is possible
to detect various intelligent cyber-attacks based on information that is already decrypted in the memory of the web
application server. In addition, since user identification is possible through the application session ID, statistical detection
of attacks such as IP tampering attacks, mass web transaction call users, and DDoS attacks are also possible. Thus, it can
be considered that it is possible to respond to various intelligent cyber attacks hidden in the encrypted traffic by collecting
and detecting information in the non-encrypted section of the encrypted web traffic.

FISIE : YohZel Aol wek, YT Rk, 2|4 Atol]F2 WA, SSL B8} Eefz mot

Keywords : Securing web application, Securing web traffic, Detection of intelligent cyberattacks, Securing SSL encrypted traffic

Received 10 March 2020, Revised 10 March 2020, Accepted 15 March 2021
* Corresponding Author Hoekyung Jung(E-mail:hkjung@pcu.ac kr, Tel:+82-42-520-5640)
Professor, Department of Computer Engineering, Paichai University, Daejeon, 35345 Korea

http://doi.org/10.6109/jkiice.2021.25.3.449 print ISSN: 2234-4772 online ISSN: 2288-4165

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



RN B EASHS[=2X] Vol, 25, No, 3: 449-455, Mar, 2021

.M B

B Bol At fohEeAold mUHY Asge
Fgoto] ust Y= A2 ol gk A A
Aol 3 2ol e Wakek B} 7hs e Yol
ol mUE 7|5k A Est YERAH B2 FH) A2
ol thah AT-E shick. PPsh 5 71 Hek Al
Be =93 gelo) A ABhe e ST o 2
559 L7 A% U39 2ol BRstgAw Poje)
Aol 4 mU e A2He BgSA B587} ofu] 5
of glt= YohZelAold Aul o] vlme Vol 4 YEN
A ARG SR BB Folrt A9 glo] YR
AR AR A5 57 9 AR, A AEA A, B

7)abe] g] 52 Esto] That 2|54 Afol FAo
g0l 7hs it

i

II.

3
ri

e

O

]_

s Ao Al g Bot Edg 0@ I3t sl T
A28 Tl g i

71§17t 71 el & iAol A

2.1, ZoHZ2I701M BUIER AlAH

YeEelAold mUE A2 1998 Sulo]
A Willyehs QA17F 302 Al a2 g
o] st ol utet Au| 0] A mUE Y B Aol F
asiAEA B A Yskeleh 19 12 YolEeAle]
A B A2ES et golEeAlold By
B A2GE ofZe Aol Aulo] Bejel Fejz
FEE] YohEe Aol Auz} 71 FE T BulE
o Feh oot vimele] 29 8 o vol & HEE S5
o2 2sto] RUEY RES AL o5 A
e DS Foto] Uit JHE ks 4
so] AAZF BU BRI B4 7152 AT Yo
Aol BUEY A2ge 23E EAAE Purt
ofu] HEFE Aol A u= A 22 Mol AR

SRS HuR Bal} A9 gl 83 ERAA

HARE AT S ATH1-4].

22, HRWAH QT AL

7|E B A LF2 HEYT 9 A

oA Y3t &

£

450

A Hof o]E3lo] YEH
si710] ofzst Hol 18 A 0|2 ¥
858k QIgk A5 A B E o] T2
AP BoPs sk BE )28 Bast stlct shefet
= A RS A ot orast YEd Y
LB A5 Aol F21E B 7111}01 oh]
A|5k7] oj ek olo] wkef, 35} 91
9 A A Ho] 2 wheto
A 71i50] 7551 IEHS-T], ol B2 AR 3
27| 913t A 282 A 2t

‘. Web | i A?D)\ICatIOF‘I Server
Browser ( 1(
R ‘ HTTP ‘ web JpBe
SEEE— - ~ P Persistence
‘ web ‘ Servel | Containel | Manager |
Server - - -
Plugins ( AV N
J2EE JavA
- Connector ‘ Service ‘
Java/C++ AN
IIOP Clients g Y ([ ~
- - EJB Transaction Lifecycle
— Container Manager Class
App Client A AN VAN
Container [ oliatn |

Plug-in
*{ Web Application Performance }‘

Monitoring Agent

Collect & Send

p ~
| Weh application |
Perormance kManager Server

Fig. 1 Web Application Monitoring System
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Fig. 2 User-agent blacklist detection system configuration
diagram
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Fig. 3 Configuration of statistics-based detection system
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Table. 1 Database structure

Table Name Description

user_agent bl

acklist Storing the data of user-agent blacklist
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event_code | Storing the each item event setting value

event_history | Storing the data of event history

parameter | Storing the data event send setting value
user Storing the each user or manager information
. Storing the data collect of web traffic
transaction | . .
information
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Table. 2. System implementation environment

Type Composition
Web Application
Monitoring Elevisor for J2EE
System

Tool IntelliJ, Eclipse, Derby, Elasticsearch, Jetty,

Tomcat, DK, K*Proxy, JMeter, Telegram
PC Windows 7 Enterprise

Intel(R) Core(TM) i5-6700k, 32GB RAM

Fig. 5 Detection event setting screen
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Fig. 7 Telegram bot creation and search screen
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Table. 3 Test scenario

Statistics L
Item Time(Min) Count Description
User Agent Black ) ) « 2])3zteic(;er—
List Detection p”
Bot
DDoS Attack
Detection ! 100
IP Spoofing | 3
Detection
TX Call Detection 1 100
DML Rows - 100,000 | Detect DML
Detection

Table. 4 False positive rate by detection item

Item p(lj:iltsiie Description
User Agent Detected when the requested user
Black List 0% agent value is included in the user
Detection agent blacklist
DDoS Attack Detected as the number of requests
Detection 0% without application session ID for a
specified time per client IP
P Detects the number of times the
5 client IP is changed during the
Sz?;f;zi 0% specified time within the same
application session ID
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Item Fa‘ls.e Description
positive
TX Call Dete.cts the pumber.of. calls during a
. 0% specified time within the same
Detection L .
application session ID
DML Rows 0% Detect when a large amount of
Detection ’ DML(Select, Insert, Update) occurs
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