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Abstract: Research in Vehicular Ad Hoc NETworks (VANETs) 

has evolved considerably over the last years. Security and privacy 
in VANETs have recently appealed special interest in the research 
community. In this paper we overview the main privacy concepts 

and explain why these are fundamental for wide adoption of 
VANETs. Then, a set of privacy requirements for VANETs is 
established and studied towards proposing a novel mechanism 

beyond the use of pseudonyms. In particular, this research 
demonstrates that there are still several challenges concerning 
privacy, which solution is feasible to be extrapolated from highly-
demanding environments like e-Health. Finally this paper reports 

our work mainly describing the basis of a privacy mechanism that 
uses an authorization paradigm based on a Mandatory Access 
Control model and, a novel architecture that propagates trust 

information based on a vehicle's geolocation.  
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1 Introduction 

Vehicular Ad hoc NETworks (VANET) are a promising 

field of research and considering the extraordinary benefits 

expected from them, are one of the most relevant forms of 

mobile ad-hoc networks (MANET). Vehicular systems are 

an important problem of our society, where the common 

goal is to reduce road accidents; emerging technologies such 

as Dedicated Short-Range Communication (DSRC) assigned 

for vehicle communications are promising to drastically 

reduce the number of traffic victims by providing early 

emergency warnings in various road situations 

(broadcasting routine messages over a single hop every 

300ms with traffic related events information [1]),  as long 

as all these messages are trustworthy they can greatly 

improve the overall road safety. 

In the next years it is envisioned that 40% of all vehicular 

components will be electronic, with this integration vehicles 

will be equipped with communication and storing devices 

capable of storing and processing a great amount of 

information including driver's personal data and geolocation 

information. A VANET system can also be vulnerable to 

security attacks and must be designed to ensure that the 

transmission comes from a trusted source and has not been 

tampered with since transmission; another major concern is 

related with compromising the driver's privacy, being this, 

one of the main reasons to avoid the broad acceptance of 

this technology [2]. Thus privacy and trust issues of 

vehicular communications urgently need to be considered. 

In privacy-conscious environments (i.e. eHealth), it is a 

common belief that individuals should be able to keep and 

manage access to their personal information, for example by 

choosing to which entities their personal data should be 

disclosed. Our current research focuses on VANET's privacy 

and trust management from a driver's centric approach and 

it is based on two mechanisms: 

 

• A Mandatory Access Control model inspired by 

eHealth systems, where the driver's explicit 

consent authorizes processing of his personal 

data. 

• A novel architecture for trust propagation to 

acquire information about Certification 

Authorities and Attribute Authorities valid for a 

specific geographic area. 

 

Such architecture is being prototyped over the Vehicular 

Information Transport Protocol VITP [3]. 

 

This paper is organized according to the following 

structure: Section 2 explains the main characteristics and 

applications of Vehicular Ad Hoc Networks. The 

fundamentals of trust and privacy in VANETs are described 

in Section 3. Section 4 surveys the related work. Section 5 

introduces our proposed VANET's privacy model 

architecture and gives an overview of the suggested 

mechanisms. Finally in Section 6 we outline the main 

conclusions derived from this research and point out future 

work. 

2 VANET’s Components and Features 

A VANET consists of vehicles and roadside base stations 

that exchange primarily safety messages to give drivers the 

time to react to life-endangering events [4]. A vehicle in a 

VANET is equipped with processing, recording and 

positioning features and is capable of running wireless 

security protocols [5] as shown in Figure 1.  

In this section we overview VANETs' specific features 

and point out potential applications. 
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Figure 1. VANET's architecture 

2.2 Features 

Though vehicular ad hoc networks share general features 

with conventional ad hoc networks, VANETs have 

individual characteristics that are decisive in the design of 

the communication system [6], these include: (i) Dynamic 

topology, (ii) Mobility models, (iii) Infinite energy supply 

and (iv) Localization functionality. 

2.3 Applications 

VANETs enable vehicle-to-vehicle (v2v) and vehicle-to-

infrastructure (v2i) communication, thus communicating 

nodes are either vehicles or base stations that can exchange 

information about traffic issues, road conditions and added 

value information. According to several authors: [4], [6], 

[7]) VANET's applications are commonly classified as 

follows: 

 

� Warning: to prevent detected risky situations. 

� Traffic management: to inform about traffic events. 

� Added value: to provide numerous services (i.e. 

Internet). 

3 Trust and Privacy in VANET’s Environ-

ments 

A comprehensive VANET security system should be able to 

help establishing the liability of drivers; but it should also 

protect the privacy of both, drivers and passengers [4], 

because of its importance to future deployments, this section 

will overview privacy and trust issues in VANETS. 

3.1 Trust 

The key element in a security system is trust: to be able to 

prevent any generic attack on vehicular networks, the 

system should use a secure and trusted communication 

infrastructure able to satisfy a set of security requirements 

([4], [7], [8], [9]): authentication, integrity, availability, non 

repudiation and privacy. 

In particular, for authentication purposes it has been 

proposed [4] for VANETs to use X.509 v3 digital 

certificates for entity's identification. For this authentication 

scheme it is required to validate and trust the Certification 

Authority (CA) that issued an entity's certificate. Both 

requirements pose a special challenge in VANETs, where 

multiple, unrelated CAs are likely to appear. 

Trust issues are also important for authorization purposes, 

where the use of attributes certificates [10] is being 

considered: these credentials contain all information related 

with user's privilege attributes (information access rights) 

and are issued by an Attribute Authority (AA).  Notice that 

in analogy to authentication issues, other authorization 

approaches (i.e. SAML) also require the use of digitally 

signed assertions and thus, trust checks involving one or 

more issuers. 

3.2 Privacy Protection 

Cars are highly personal devices that are kept for a long 

periods, therefore privacy of users should be enforced to 

protect its personal data from being disclosed to 

unauthorized observers. Innocent looking data from several 

sources can be collected over long periods and be 

automatically evaluated [11] to compromise privacy. 

Nowadays people are more concerned about their privacy, 

and for the successful deployment and public acceptance of 

VANET technology it is a significant factor: once privacy is 

lost, it is very difficult to re-establish that state of personal 

rights [11], [12] and the trust that people delivered into this 

technology. Even though from the drivers' point of view to 

achieve a perfect privacy is preferable, there exist different 

situations where being totally anonymous is not feasible: 

location privacy, for example should provide different levels 

of access to authorized entities (i.e. police). 

In order to achieve the needed level of privacy and being 

able to provide the necessary security functionality, privacy 

threats should be determined just as presented next. 

3.3 Privacy Threats 

Vehicular communications should not become a weak link 

in terms of privacy, providing users at least with the same 

level of protection that is currently afforded without 

vehicular networks. A few examples of privacy problems 

that should be faced in a typical VANET are: (i) linking a 

person and an identifier, (ii) tracking a specific node , (iii) 

vehicles cheating with information and (iv) big brother 

scenario where insurance companies may gather detailed 

statistics about movement patterns of cars. 

The general principle in VANET's privacy is that 

information of vehicle and the driver should be protected 

against private citizens and law enforcement agencies, only 

disclosing it to authorized parties where privacy should be 

conditional to specific scenarios (liability). In the following 

section we give an overview of current research done about 

this topic. 

4 State of the Art on VANET’s privacy 

Vehicular ad hoc networks have specially attracted a lot of 

attention in the academicals research community [13], as 

well as in the industrial domain mainly carried out by the 

Car to Car communication consortium [14], and many other 

projects like NoW [15], [16], PReVENT [17], and PATH 

[18] which cover several aspects from vehicular 
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communication. 

The importance of the security has been remarked in 

several studies ([2], [4], [7], [9]). In [2] the authors give a 

detailed analysis of general system attacks on Inter-vehicle 

Communication (IVC) and point out important system 

requirements concerning privacy. In [19] an extensive study 

and classification of trust models and its importance for ad-

hoc networks are done. Authors of [20] proposed a solution 

for trust management in GRIDs; they mainly described 

important requirements towards establishing trust 

relationships in a GRID environment which according to the 

given scenarios behave in a very similar way to vehicular 

networks.  In [21] different trust-establishment approaches 

are evaluated classifying them in various infrastructure-

based and self-organizing mechanisms which according to 

VANET's characteristics are able or not to meet VANET's 

privacy requirements. 

In past IVC projects, privacy issues have been a minor 

concern, however recently there has been increasing interest 

in trust and various related areas which are also relevant for 

us. In [11] potential implications of missing privacy are 

exposed and the author proposes to use centrally assigned 

digital pseudonyms, a downside could be the central 

authority which must not be within organizational control of 

a single manufacturer. 

Authors of [22] define a system where vehicles change 

pseudonyms in certain region pointed by the system, this 

region should be where a lot of vehicles are within the 

communication range [11], a disadvantage could be when 

there are not enough vehicles changing pseudonyms within 

the region. To overcome this problem [23] proposes self 

assigned digital pseudonyms, taking a set of measures while 

changing pseudonyms:  

 

(i) Synchronizing pseudonym change 

(ii)  Introducing gaps (silent periods) 

(iii) Changing pseudonyms when nodes are in the 

region 

 

This was also considered in [24] by defining them as mix-

contexts in addition to frequently change of pseudonyms and 

protection of a centralized mapping that intend to increase 

anonymity. CARAVAN [12], [25] proposes a silent period 

(random) in order to hamper linkability between 

pseudonyms and in [16] a study of practicability in 

pseudonymity deployment and implementation is done, 

where possible solutions are represented as a combination of 

existing pseudonymity algorithms concepts. 

In [26] a security protocol based on group signatures is 

proposed by the authors, this protocol aims to guarantee 

security, anonymity and traceability (by authorized 

authorities). In [27] authors defined a protocol for 

conditional privacy preservation by proposing short-time 

anonymous key generation in order to minimize their 

number and ease their management. They also introduced a 

mechanism based on different levels of privacy consisting of 

a combination of levels of authentication, anonymity and 

unlinkability, which is a very interesting approach to cope 

with the privacy issues found by our research. 

In summary, most of the research and proposed solutions 

in privacy mainly focus on the use of pseudonyms and 

algorithms for changing them. However for the application 

of pseudonymity into VANETs, open issues need to be 

solved [16]: 

 

� It is necessary to identify the best opportunity to 

change a pseudonym 

� Pseudonymity cannot prevent an attacker from 

collecting personal data 

� Pseudonyms could be linked to the real identity in 

scenarios with a low number of participants 

� User can link pseudonyms by an unchanged protocol 

in another layer 

� Too frequent pseudonyms changes may affect 

routing feasibility.  

 

Even though pseudonyms are important in VANET's 

overall security and are quite beneficial for protecting user's 

identity, neither full confidentiality nor access control to 

personal information are offered by these solutions. 

Pseudonyms could only be part of a privacy solution, but due 

to the overhead of their generation and storage the inclusion 

of them is not yet clear; therefore the need for more 

comprehensive mechanisms is still present. 

Our research considers a privacy mechanism partially 

based on e-Health systems, which highly demand the 

protection of a patient's personal data. In our proposal, 

protecting a driver's personal information from being 

disclosed to unauthorized parties is given thanks to the use 

of a Mandatory Access Control model. The next section 

introduces this proposal.   

5 VANET’s Privacy Protocol 

In this section we present the design principles of a 

VANET's privacy protocol that enables authorization 

decisions based on a Mandatory Access Control [28] and a 

geolocation-based mechanism for propagating trust between 

entities; the two main components of this architecture are 

introduced next. 

5.1 Mandatory Access Control  

The Mandatory Access Control model basically specifies 

who has what type of access to which targets and under 

which conditions. This model is inspired in e-Health and 

despite its simplicity; our research found that nowadays this 

environment enforces the most rigorous Data Protection 

laws (i.e. [29]) to enforce the privacy of patients and without 

sacrificing performance or usability. 

In a Mandatory Access Control model, data 

confidentiality is provided by applying different 

authorization levels to an entity's personal information 

based on (i) the Simple Security Property (no read-up) and 

(ii) the *-Property (no write-down). 
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Figure 2. Relationship between authorization levels and 

access rights 
 

In Figure 2 we show an example of applying this 

authorization model to VANETs, where the following levels 

of authorization have been defined: 
 

� Personal: private information that should be 

disclosed only to previously authorized parties (i.e. 

authorized law enforcement agents); credentials of 

the entity are required. 

� Emergency: information that should be disclosed in 

cases of emergency (i.e. paramedics if an accident 

occurred) credentials of the entity are required. 

� Public: information accessible to any party, no 

authorization checks are required. 

 

Through authorization levels it is possible to achieve 

different levels of privacy necessary to protect driver's 

personal information, which is not possible with the sole use 

of pseudonyms. 

However, before an authorization decision can be taken 

for an entity willing to access a driver's data, it is mandatory 

to perform a trust evaluation on its credentials, that is, to 

authenticate and authorize it. 

 

 

 

Figure 3. Vehicle to vehicle communication 

 

In Figure 3 we show an example of a vehicle requesting 

personal information, let's assume this entity is an 

ambulance; given its security level “Emergency” and by 

applying this authorization model, the ambulance will be 

able to access only public and emergency information, and 

because its security level does not correspond to the security 

level defined by the personal data label, the access to 

personal information will be denied. 

The authorization policy that will describe the defined 

entities and their role will be contained in the Tamper Proof 

device, signed by the Authorization Authority (possibly the 

CA), where the access will be granted if the security level of 

the requestor (e_security_level) is equal or higher 

than the security level denoted by the data's label 

(data_label) as shown in Table 1. 

 

Table 1. Access control evaluation 

 

  

Vehicle A (requestor): 

 

1 /*Requesting information*/ 

2 request(data, my_security_level); 

  

 Vehicle B (responder): 

 

3 /*Verifying data label*/ 

4 data 

label=getDataAccessLabel(requested_data); 

 

5 /*Comparing data’s access level with 

requestor’s security level*/ 

6 if(e_security_level ≥ data_label) 

7    grant_access(); 

8 else 

9   deny_access(); 

  

 

However, comparing the security level of an entity with 

the information's label is not the only evaluation that should 

be performed by the system: an entity trust evaluation based 

on its credentials is necessary before assuming that any 

information received, specially the one concerning the 

security level, is authentic and because in general CAs and 

AAs are authoritative for a specific location (i.e. country), it 

is necessary for a vehicle to be aware of this information 

when moving around a VANET. 

Because of the trust issues introduced in Section 3.1, our 

research has realized the need of a trust propagation system 

that communicates information about Certification 

Authorities and Attributes Authorities associated with a 

geographical area, just as explained next. 

5.2  Trust Propagation Mechanism  

In a Public Key Infrastructure [30], to validate and trust in 

an entity's certificate for Authentication and Authorization 

purposes, there should be a certificate path pointing to a 

trust anchor (root of trust of a certificate). However these 

anchors will change with the vehicle's location, so this trust 

information needs to be propagated as soon as a driver joins 

a new geographical position, i.e. when traveling from 

Germany to France, once the driver crosses the border, new 

authority information should be sent as shown in Figure 4. 
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Figure 4. CA corresponding to a vehicle's geographical 

position 

  

The data concerning CAs and AAs needs to be 

propagated on-the-road; therefore we believe that this 

mechanism may rely on protocols like VITP [3]. 

The proposed trust propagation mechanism uses a PKI 

infrastructure, and allows final users (vehicles into the 

VANET) to perform authentication in untrusted domains by 

dynamically enabling interoperability among different CAs 

without explicit agreements. To illustrate our proposal we 

introduced two use cases: the vehicle to infrastructure 

communication (v2i) and the vehicle to vehicle 

communication (v2v), in both cases we proposed the use of a 

trusted third party able to authenticate digital certificates by 

providing access credentials that will be used for 

authorization purposes. 

In the v2i scenario vehicles need to be able to access any 

authorized service available in the infrastructure, even in 

“untrusted” domains -those being serviced under a different 

Certification Authority-. The problems to address in this 

scenario are: 

 

� How does the service authenticate the vehicle? 

� How does the vehicle authenticate the service? 

� To which service is the vehicle authorized to access? 

� Which driver's information is the service authorized 

to access? 

� What happens when the connections are lost? 

� How to perform authentication and authorization 

when a vehicle moves between two different 

domains? 

 

Similar to v2i, in the v2v scenario vehicles are able to 

request or offer information to other vehicles: for example a 

police vehicle requesting driver's information and current 

speed. The problems to solve in this scenario are: 

 

� How do vehicles authenticate each other? 

� Which information can be shared among vehicles? 

� What happens when the communication is lost? 

� How to perform authentication and authorization 

when vehicles belong to two different domains? 

 

In current state of the art, authentication and 

authorization mechanisms for VANETs have been derived 

from traditional ones, however particular problems remain 

open (i) unreliable communications and brief connections 

require special care and (ii) cross certification agreements 

between untrusted domains are difficult to manage in 

VANETs. The mechanisms we propose are designed in 

order to take into account VANET requirements (i.e. 

unreliable and short communications) at design level; also 

our approach is performance-oriented and independent from 

the underlying technology and communication protocol. On 

the other hand, problems with cross-certification agreements 

due to the future deployment of VANETs will result in the 

creation of several PKIs, each one usually installing its own 

Certification Authority and thus giving birth to a large set of 

untrusted security domains that will represent a big 

interoperability problem. 

To provide interoperability and cope with cross-

certification issues, the proposed architecture implements 

the concept of CA Federations. In a CA Federation the 

members agree on a minimum set of security requirements 

that must be fulfilled by all of them to interoperate. These 

requirements are commonly a subset of the CA's Certificate 

Policy and can be audited at any time by the other members 

of the same Federation. When a new CA wants to 

participate in the Federation, it should pass through an 

“accreditation” process; once the accreditation has been 

passed the new member CA's root certificate is added to the 

trusted repository. Instead of distributing new sets of cross-

certificates to all VANET's nodes it is only necessary to let 

them know how to access the CA Federation's repository in 

order to update their local copies of trusted CAs. This is a 

highly scalable approach for VANETs. 

In the particular case of the example shown in Figure 4, 

the VANET Federation would include CA_DE and CA_FR, 

therefore easing validation and trust issues. Worth to 

mention is that Federation models have proven quite useful 

in other multi-PKI environments, in particular the 

computational Grid [31]. 

A VANET can be modeled as a distributed system, where 

vehicles belonging to different domains must have 

certificates issued by different CAs. As shown in Figure 5 

the architecture we propose includes an Interoperability 

System (IS) as an intermediary between certificate verifiers 

and the issuing CAs, by managing (retrieving, elaborating 

and updating) all information needed to create a dynamic 

CA Federation and allowing “on the fly” validation of 

Certificate Policies from unknown Certification Authorities. 

The IS must perform two main tasks: (i) online validation 

of the certificate's status and (ii) evaluation of the issuing 

CA's security level. To achieve these functionalities, the IS's 

is based in two components: a Certificate Validator which 

uses a high level OCSP responder to provide near-real time 

status information of certificates issued by any member of 
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the CA Federation (in analogy to the system presented in 

[32]), and a Trust Evaluator which consists of a PKI 

evaluation system for computing a CA's security level. For 

the latter, a mechanism like the Reference Evaluation Model 

(REM) can be adopted, just as shown in [33]. The 

quantitative CA's security level obtained through REM can 

be used afterwards to enforce privacy by performing 

authorization decisions based on the MAC (Section 5.1). 

 

 

 

Figure 5. Trust Management Architecture for VANETs 

  

In Figure 5 and Figure 6 we depict the trust propagation 

framework and the communication flow between the 

vehicles and the different components of this architecture, 

taking into account the example given previously in Figure 

4: when a vehicle travels around Europe, let’s say a French 

vehicle traveling to Germany, and tries to communicate to 

local German vehicles -which of course belong to a different 

trust domain, the German vehicle receives a message but 

does not know whether or not to trust this message.  

 

 
 

Figure 6. Messages required by the Trust Propagation 

mechanism 

 

In order to verify the French vehicle's message the 

German one communicates to the infrastructure via a base 

station, allowing the IS to validate and evaluate the sender's 

certificate and to take the decision if it is possible or not to 

trust in the certificate issuer (CA_FR), once the German 

vehicle gets the response from the base station, depending 

on the message’s content and purpose a corresponding 

action should be done. In this example we have considered 

two possible situations: 

• A warning message was received: then vehicle 

sends an acknowledgement and forwards the 

received message, 

• Information was requested: then the requestor’s 

security level should be evaluated, just as shown 

in Figure 6. 

In addition to achieving conditional trust and privacy 

requirements, designing the proposed security architecture 

took into consideration other issues such as performance, by 

means of packet overhead, packet sending rate, and 

requirements on packet loss rate and message latency. To 

achieve these features, we have considered the message 

structure shown in Table 2, which takes into account 

performance requirements but without compromising 

security and privacy in the overall architecture. 

 

Table 2. Warning message 

Packet format 

Payload = Message + Cert_ID Signature 

110 bytes 110 bytes 

 

Table 2 has considered 110 bytes of payload for a typical 

warning message which includes the Cert_ID based on 

the originator's ID, which basically consists of a code 

generated considering the transformation from Equation 1. 

The second part is also approximately 110 bytes and 

corresponds to the message's signature1. 

 

),(__ noncetimestamprandomcertuserIDE Kpub
IS

=      (1) 

 

     Where: 

  

� EKpub_IS is the encryption with the public key of the 

Interoperability System, stored in the vehicle's 

tamper proof device to avoid compromise. 

� ID_user_cert is the Subject's Distinguish Name of 

the sender's X.509 certificate. 

� random(timestamp,nonce) is provided as a defense 

against re-play attacks. 

 

Thanks to this transformation it is possible to preserve the 

confidentiality of the sender, in such a way that only the IS 

will be able to identify the message's sender in case needed, 

providing privacy via confidentiality. 

 
1 Using a RSA signature with a 1024 bits private key. 
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According to [1], if we suppose the use of DSRC 

(Dedicated Short-Range Communications) as the standard 

communication channel for VANETs and considering the 

maximum data rate of 6 Mb/s -where messages are sent 

every 300 ms-, then it is possible to maximize bandwidth 

usage and reduce processing overhead. Taking into account 

the previous information, we have tried not to add excessive 

overhead to these packets, assuming a final size for a 

warning message of 220 bytes, which is feasible due to the 

characteristics of the overall system. 

6 Conclusions and Future Work 

VANET's privacy and trust have been identified to be 

profoundly important; on one side users need to trust that 

their personal information will be protected against misuse 

or unauthorized access, and on the other side authorities 

should be able to identify misbehaving units. This paper 

presented existing privacy and trust issues, finding that so 

far these approaches consider that privacy mostly rely on the 

use of pseudonyms. However, pseudonymity does not offer 

any authorization scheme and cannot prevent the 

unauthorized collection of data; therefore these solutions for 

privacy matters are not enough. 

We proposed the use of a privacy solution based on two 

mechanisms: a Mandatory Access Control and a novel 

Geolocation-based Trust Propagation. The former is 

inspired in e-Health systems which define access levels for 

accessing different parts of personal data. The latter 

mechanism is used to obtain trust information concerning 

Certification and Attribute Authorities valid for a specific 

location. 

As a future activity this research work plans to contribute 

with a privacy-aware VITP protocol implementing the 

geolocation-based trust propagation. We plan to define the 

policies, their security aspects and to develop a mechanism 

to evaluate the CA's and VANET's nodes trust level, also 

taking into account a scenario when there is no available 

infrastructure. 

To cope with performance and security issues, we will 

consider testing different algorithms in order to minimize 

the security information carried by the packet, as well as the 

consideration and design of other type of messages 

exchanged by the system (i.e. verification messages). By 

performing simulations we expect to measure, for example, 

the necessary number of messages and latency required to 

propagate trust information in complex CA hierarchies 
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