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ABSTRACT

Messenger applications applied end-to-end encryption on their own to prevent message exposure to servers. Standardization
of a group messaging protocol called Message Layer Security (MLS) with end-to-end encryption is being discussed for
secure and efficient message communication. This paper performs safety checks based on the operation process and security
requirements of MLS. Confidentiality to a middleman server, which is an essential security requirement in messenger
communication, can be easily violated by a server administrator. We define a server administrator who is curious about the
group’s communication content as a curious admin and present an attack in which the admin obtains a group key from
MLS. Reminds messenger application users that the server can view your communication content at any time. We discuss
ways to authenticate between users without going through the server to prevent curious admin attacks.
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Table 1. Classification according to group key type and distribution. The table shows the number of
keys and the number of encryption required when there are N group members.

Pairwise SendersKey Tree
One-to-One key N(N-1)/2 N(N-1)/2 -
Number of keys - -
to need Asymetric key pair - - 2N-2
Group key - N 1
Group key distribution O(N?) (N) O(logoN)
Group key message encryption O(N) (1) O(1)

Table 2. Two asymmetric key pairs used in MLS.

For distribution For signing

Sign the message with the private key
Validate signature with public key
Group message, Invitation and removal
message, Group key update message

Purpose | Encrypt the group key with the public key

Usage Group key update message

Symbol | {PRdist®, PUdist®} {PRsign®, PUsign®}
Ak ARLE AlLlRE o 2F A wAA Al k3st Sl fAEka 257 el Al shss)
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Non-leaf node
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| Leaf node
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Fig. 1. Tree structures while A invites member
X. Leaf nodes where members are placed are
circled, and non-leaf nodes are marked with
rectangles. Members performing updates are
shown in dark blue, and updated non-leaf
nodes are shown in orange. The updated key is
marked with prime ('). Nodes that do not have
key are indicated by dotted borders.
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Tree state: I

@ RequestX's public key for signing

T
(@ Response X's public key for signing
PUsigno T
@ Relay X's public key for signini
{PUjgnlsigned by A vXsp Y for signing S

Usigno| PUgsepdsigned by A ® Send all public keys in tree
DEA. . Fl. DA, . J} ‘

— >

{E(PUgitcsr PRastcr) D

IIE(PUsises PRise)} < [
S!gned by X Tree state: I
T

Tree state: IT

® X updates the group key

Fig. 2. The process by which A invites X.
Invited member X performs group key update.
S is the server and the ree state corresponds to
I, I, 1l in Fig. 1, respectively.
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Messages sent by member o o e ° @ Messages modified by admin

Tree state: I, IV ‘

T T
(D Request X's public key for signing
T T T
(@ Response X's public key for signing .
‘ T I Puslgn X
@ Relay X's public key for signing

{PUigns 1 signed by A ‘ ‘ | {
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T T T
{PUd\stﬁ;l 1 PUd\st.’g‘l | PUswgm’f} e{a.B.Cl SE DUth kevs IR {Pudlst i é| |Pud\sh’g‘§ IPUS\gn i j De{AB.Cl
signed by A ‘ ‘ 3 signed by A

Tree state: I, V ‘
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{E(PU4istey PRuistak) E(PUiste s PRaisten)} {E(PUgist e PRaistar) E(PUdister PReistn)}
PUgisizr PUgistr} signed by X Pugis s PUgisiw} signed by X

| Tree state: III, VI |

Fig. 4. The process is represented in which the Curious admin obtains a public key during the
invitation and group key update. The left side is the message sent by the member, and is marked with
a black arrow. The purple arrow is a modified message by the admin, and its content is on right side.
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Table 3. Description of formulas and symbols

Symbol Description
PUisto Public key for distribution owned by node @
PRaisto Private key for distribution owned by node @
PUgisto* Public key for distribution of node @ manipulated by admin
E(PUsisto, Msg) Encrypt the message Msg with the public key for distribution of node ©®
{Msg}signed by @O | Sign the message Msg with the private key for signing of node
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Tree owned

by A.B. and C Tree owned by D
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Fig. 5. When member A invites D, the tree
structure during the curious admin attack is
shown. Forged nodes are indicated by a red
border, and forged keys are marked with a star
sign (*) and red.
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