[Provider:earticle] Download by IP 117.17.158.106 at Monday, October 3, 2022 6:47 PM

https://doi.org/10.33778/kcsa.2019.19.5.055

B=249] 7]4ke] SCADA A€l BopX

2 %
¥ OERe 245 AWsAn s AYeZNE SCADA B 4717 1% nek gote) ya Ave
gtk @A SCADA AlZ¥) meke Iyl IT mek AlZwsh Al Ak Wle] ALg5m ok 3EHow @
28 wer JIEE AW, G IT AL o] BaF U]

o
ro
o
fit
o)
)
o
o,
o
=
E' .
s}
A=)
w U
@
>
)
>
>

Blockchain—based SCADA system security
Seungwon Ji*, Wongi Lee*, TaeGwang Ko*, Sohee Parks,

Gooyeon Oh#* Jongmin Kim#**, DongMin Kim##*

ABSTRACT

This paper studied security measures to protect the SCADA network from the increasingly sophisticated threats.
Currently, SCADA system security uses methods that are almost like regular IT security systems. While there may
be some common security techniques, security techniques are needed only for SCADA systems that are different fr
om typical IT systems. Therefore, this paper will explore the security techniques currently used in SCADA system
s, and the problems that arise when the current security techniques are used will be identified through the damage
cases resulting from attacks in SCADA systems. Finally, as a new solution to ensure the availability and integrity r
equired for current SCADA systems, we proposed linking Blockchain and SCADA systems.
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