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ABSTRACT

Personal information exposed in the Internet is increasing by the public data opening and sharing, vitalization of SNS(Social
Network Service) and growth of information shared between users. Exposed personal information in the Internet can infringe
upon targeted users using linkage attack or background attack. To prevent these attack De-identification models were appeared
a few years ago. The ’k-anonymity’ has been introduced in the first place, and the ‘/ -diversity’ and ’t-closeness’ have been
followed up as solutions, and diverse algorithms have been being suggested for performance improvement nowadays. However,
industry or public sectors actually needs a whole solution as a system for the de-identification process rather than performance
of the de-identification algorithm. This paper explains a way of de-identification techique for ‘k-anonymity’, ‘ # -diversity’, and
’t-closeness’ algorithm using QI(Quasi-Identifier) grouping method in the relational database.

Keywords: K-anonymity, L-diversity, T-closeness, De-identification Algorithms
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Fig. 1. The de-identification system
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data grouping using quasi-identifier

1 : Input @ PI(Personal Information)

2 ¢ Output : Grouped_PI

3 grouped_PI = dict()

4 : for identifier, quasi in Pl.items():

5 key = quasil0)+quasil(l) +quasi(2)
+quasi(3)

6 : if key in grouping_PI:

7: grouping_PI(key).append(identifier)
8 ¢ else:

9 grouping_Pl(key) = ()

10: grouping_PI(key).append(identifier)

11: return grouping_ PI
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basic k-anonymity algorithm

: Input : grouped_PI, limited_k
© Output : k data
© k_data = dict()
: for key, identifiers in grouped_PI.items():
len(identifiers)
if k_anonymity )= limited k :
k_datalk) =identifiers
" return k _data

1
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11: else :

12: 1_list.append(user_si)
13:  if len(1 list) ) limited 1:
14: l_datalkey) = identifiers
15: return l_data
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basic t-closenesss algorithms

basic ¢ -diversity algorithm

: Input : k_data, limited_l

© OQuput : 1 data

: 1_data = dict()

. for key, identifiers in k_data.items():
Ilist = (]

for idenfier in identifiers:
datalidentifier)
user_si = user_info(4)

user_info =

© 0 -3 O Ot &~ W N

if user_si in 1 list :
10: pass

: Input : 1 _data, limited_t

© Output : t_data

© t_data = dict()

. for key, identifiers in 1_data.items():

t_length = len(identifiers)

t_list = ()

for identifier in identifiers:
user_info = datal(identifier)
user_si = user_info(4)
t_list.append(user_si)
t_list.sort()
t_closeness = EMD(t_list)
if t_closeness ( limited_t:

14: t_datalkey) = identifiers

15: return t_data
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basic earth mover’s distance algorithms

1 : Input : t_list
2 : Qutput : EMD(Earth Mover's Distance)
3 : total_range=(]
4 : for n in range(100) :
total_range.append(n)
5 : total length = len(total info)
6 : static_part = total length / len(t_list)
7 : extra_part = (float(static_part) %
float(Ien(t_list)))
8 : extra_part = extra_part.split(".”)(0)
9 : balance_value = len(t_list) - (extra_part)
10: active loop = true
11: count_t=0, hap=0
12: for a in t_list :
13: count t +=1

14:  for i in range(static_part) :

15: gap = int(a)-(total infolcount_m))
16: if gap ( O:

17: gap "= (-1)

18: hap += gap

19:  if count_t)=Dbalance value and
active loop==true:

20: active loop = false

21: static part += 1

22: hap = float(hap) / float(total_length)

23: return hap
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